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Abstract

Spam has been increasingly used for malware distribution. This paper analyzed modern spam from an age-compara-
tive perspective to (i) discover the extent to which psychological weapons of influence and life domains were repre-
sented in today’s spam emails and (ii) clarify variations in the use of these weapons and life domains by user demo-
graphics. Thirty five young and 32 older participants forwarded 18,605 emails from their spam folder to our study
email account. A random set of 961 emails were submitted to qualitative content coding and quantitative statistical
analysis. Reciprocation was the most prevalent weapon; financial, leisure, and independence the most prevalent life
domains. Older adults received health and independence-related spam emails more frequently, while young adults
received leisure and occupation-related spam emails more often. These age differences show a level of targeting by
user demographics in current spam campaigns. This targeting shows the need for age-tailored demographic warn-
ings highlighting the presence of influence and pretexting (life domains) for suspicious emails for improved response
to cyber-attacks that could result from spam distribution. The insights from this study and the produced labeled data-
set of spam messages can inform the development of the next generation of such solutions, especially those based

on machine learning.
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Introduction

The classic definition of spam is unsolicited and unde-
sired email messages to advertise products (Kanich
et al. 2008, 2011; Stone-Gross et al. 2011; Stringhini
et al. 2014). However, recent security reports have doc-
umented that spam has been increasingly used to dis-
tribute malware (e.g., ransomware) or to attempt to
lure Internet users into falling for scams (Wong and
Solon 2017; Symantec 2017). Even though a great num-
ber of spam is blocked by filters implemented by email
providers and institutions, a number of messages evade
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detection on a daily basis. For example, recent reports
document that Internet users receive, on average, 117
emails per day and that 53% of such emails are spam
(Symantec 2017). Thus, even considering current spam
filters’ blocking rate of over 90%, end users will still expe-
rience at least a few spam emails reaching their inbox on
any day. This is the case, because email filters are usu-
ally based on machine learning classification, which has
limitations, such as their high dependency on good and
up-to-date training sets. Of note, it only takes one click
from a user on a malicious link in a message for their
machine to be compromised. This can cause immense
negative consequences for the individual, such as his cre-
dentials being stolen or malware being installed on his
computer. Also, if such infection happens in a corporate
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environment, it could represent the infiltration stage of
an APT attack.

There has been a wealth of research on various aspects
of spam, from detection/mitigation via machine learning
(Drucker et al. 1999; Meyer and Whateley 2005; Sculley
and Wachman 2007; Hao et al. 2009; Ramachandran et al.
2007; Stringhini et al. 2011) to analysis of spam botnets
(Stringhini et al. 2011; Kanich et al. 2008) and the spam
economical ecosystem (Kanich et al. 2011, 2008; Stone-
Gross et al. 2011; Stringhini et al. 2014). However, as
spam has evolved over the years as a mechanism for mal-
ware distribution, novel research questions have arisen.
Among those questions are: (i) to what extent are psycho-
logical weapons of influence and specific life domains,
as techniques to lure users into reading the spam email
and/or clicking on its URLs or downloading attachments,
represented in today’s spam emails?; (ii) which weapons
of influence and life domains are most popular?; and (iii)
does the use of weapons of influence and life domains
vary by user age group (young vs older)?

In an attempt to answer these questions we conducted
a user study with 35 young (18-32 years) and 32 older
(61-88 years) men and women who regularly use the
Internet. We adopted an extreme-group cross-sectional
design by contrasting young and older adults, a parsimo-
nious methodological approach often applied in aging
research (Verhaeghen 2003; Mata et al. 2011a; Reed et al.
2014). Study participants were asked to forward to our
study email account the entire content of their spam/
junk folders. In total, 18,605 emails (10,213 from young
and 8392 from older users) were collected. A random set
of 961 emails (514 from young users and 447 from older
users) was selected for manual qualitative content coding
by trained, independent coders, and submitted to subse-
quent quantitative statistical analysis.

Our approach extends previous work (Stringhini et al.
2014; Kanich et al. 2008; Edwards et al. 2015) in its adop-
tion of an analysis of spam from an age-comparative per-
spective. This perspective allowed us to determine the
extent to which spammers in today’s spam emails target
young vs older users differently, based on their particular
vulnerabilities (Oliveira et al. 2017).

Investigation of older Internet users is an emerging
topic with growing high relevance from a security stand-
point, given that this age group controls over half of the
US financial wealth and occupy many positions of power
in politics, business, and finance. Older adults constitute
a particular at-risk population for email-based attacks
(Oliveira et al. 2017). This particular vulnerability may
be a consequence of general deficits in cognitive process-
ing capacities and reduced sensitivity to deception in
advanced age (Verhaeghen and Salthouse 1997; Mather
2006; Johnson 1990; Mata et al. 2011b; Tentoria et al.
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2001),  (https://www.fbi.gov/scams-and-safety/commo
n-fraud-schemes/seniors; http://www.wsj.com/articles/
if-youre-over-50-youre-a-scam-target-1412467756).

The manual qualitative content coding process consid-
ered (i) seven weapons of influence (reciprocation, liking,
scarcity, social proof, authority, commitment, perceptual
contrast) (Cialdini 2006; Hadnagy 2010) and (ii) 16 life
domains under two categories: six incentivizing domains
(financial, health, ideological, social, legal, security) (Had-
nagy 2010) and ten contextual domains (health, cogni-
tive, independence, family, friends, life reflections, death,
occupation, leisure, sexuality) (Schindler et al. 2006).

Quantitative statistical analysis of the content-coded
emails showed that all seven weapons of influence, all
six incentivizing life domains, and all ten contextual life
domains were represented in current spam emails, sug-
gesting that spammers currently use these techniques.
Reciprocation was the most frequently used weapon,
financial the most prevalent incentivizing domain, and
leisure and independence the most popular contextual
domains in today’s spam.

Older adults were more likely to receive spam emails
related to health and independence, while young adults
were more likely to receive spam emails related to leisure
and occupation. We found no age difference, however,
regarding the use of specific weapons of influence.

Our study suggests a level of (age-specific) targeting in
today’s spam campaigns. This knowledge is crucial for
the development of the next generation of spam mitiga-
tion solutions, such as regarding use of machine learn-
ing-based content analysis, detection of influence in text,
and warning solutions that consider demographic-spe-
cific susceptibilities.

In summary, in this paper we empirically analyzed
the extent to which Internet users from two distinct age
groups (i.e., young vs older adults) are currently targeted
in a demographic-specific fashion by spam campaigns.
In this analysis we focused on weapons of influence used
in emails and life domains emails refer to, serving as pre-
text of the message. This analysis is important for the fol-
lowing reasons: First, it unveils characteristics of current
spam campaigns and provides insights about whether
and how spammers are targeting spam recipients by their
demographics (e.g., age) and, thus, advances scientific
knowledge about spam. Second, our focus on distinct age
groups is of particular relevance and innovation, given
the parsimonious previous research on usable security
for older adults, a vulnerable and important segment
of the world’s population. Studying older adults in the
context of computer security is currently still a research
niche and results will importantly qualify knowledge and
advance the field. Furthermore, results from our study
can inform the design and implementation of the next
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generation of warning tools and awareness/educational
training programs and guidelines. In particular, these
future tools and training could more effectively target
vulnerabilities of particular demographic groups. Also,
our findings and our labeled dataset of spam messages
have the potential to advance the development of natural
language processing models to detect influence and life
domains (pretexts) in text with the goal to build effective
warning solutions for the Internet user.

This paper is organized as follows. Section "Related
work" discusses related work. Section "Background” pro-
vides a background regarding the psychological weapons
of influence and life domains employed in spam emails.
Section "Methods" describes the study methodology. Sec-
tion "Statistical analysis" details and discusses the results
of the qualitative content coding and quantitative statisti-
cal analysis. Section "Conclusions" concludes the paper.

Related work

In this section we discuss related work on spam miti-
gation and analysis and on phishing, as spam has been
increasingly used for malware distribution (Symantec
2017).

Spam detection and analysis

The current literature has largely focused on determining
whether a piece of email is spam or “ham” (benign email)
(Drucker et al. 1999; Meyer and Whateley 2005; Scul-
ley and Wachman 2007; Hao et al. 2009; Ramachandran
et al. 2007; Stringhini et al. 2011; Xie et al. 2008; Strin-
ghini et al. 2012; Schwartz 2004; Taylor 2006; Pitsillidis
et al. 2010). The main approach is to analyze the content
of emails using machine learning (Drucker et al. 1999;
Meyer and Whateley 2005; Sculley and Wachman 2007),
heuristics, and/or blacklists—for example, analyzing
email sender IP addresses (Hao et al. 2009; Ramachan-
dran et al. 2007; Stringhini et al. 2011), URLs used in the
email (Xie et al. 2008), or network features (Stringhini
et al. 2012). While such approaches are crucial for miti-
gating spam, and many of them are applied in commer-
cial email servers (Schwartz 2004), they have limitations,
such as performance requirements and false positives
and negatives given the dynamic nature of spam.

Spam is usually sent by botnets, hired by spammers for
their spam campaigns. Thus, many studies have focused
on analyzing (i) the operation of such botnets (String-
hini et al. 2011; Stone-Gross et al. 2011); (ii) how the bot-
nets automatically generate content for spam campaigns
(Kanich et al. 2008); and (iii) the statistical features of
large corpuses of spam (Edwards et al. 2015).

There is also a large and profitable underground econ-
omy fueled by spam. Research, therefore, has focused
on economic aspects of the spam ecosystem from the
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financial conversion of spam (Kanich et al. 2008) over the
spam product life-cycle (Kanich et al. 2011), to the rela-
tionships between actors (email harvesters, spam content
generators and botnet masters) in this ecosystem (String-
hini et al. 2014).

Most closely related to our work is a study by (Redmiles
et al. 2018), which investigated what drives users to click
on social media spam. The study found that the spam
topic was one of the most significant features in driving
click behaviors, and women compared to men were more
likely to click on social media spam.

Our work set out to analyze modern spam from the
perspective of the Internet user to discover how today’s
spam received by Internet users in their everyday life tar-
gets end users, and specifically how it targets young and
older users differentially.

Phishing

The current literature on phishing has focused on under-
standing what makes phishing attractive, why people
fall for phishing, and on protecting users against phish-
ing attacks (e.g., detecting phishing and educating users)
Fette et al. (2007), (https://toolbar.netcraft.com/), Zhang
et al. (2006), Sheng et al. (2009), Downs et al. (2006), Fer-
reira and Lenzini (2015), Uebelacker and Quiel (2014),
Oliveira et al. (2017), Benenson et al. (2017). Automatic
detection of phishing is challenging because phishing has
become more targeted, thus creating difficulties in deter-
mining good features for machine learning classification.
User education initiatives (Sheng et al. 2007; Kumarag-
uru 2009; Kumaraguru et al. 2007, 2010) are also chal-
lenging because people tend to forget what they learned
after some time and fall for the same attacks shortly after
training (Caputo et al. 2014,).

Our work complements prior research on spam and
phishing in that it takes a closer look at specific con-
tent of today’s spam emails, with a particular focus on
use of weapons of influence and life domains (Hadnagy
2010; Schindler et al. 2006). In this context, we did not
analyze email messages that traversed an ISP domain, a
honeypot, or a botnet, but rather those spam messages
that Internet users had actually received in their spam/
junk folders as part of their everyday Internet activities.
Our analysis specifically considered users age (young vs
older), to determine age-specific targeting in modern
spam.

Principles of influence in email

Workman conducted an early empirical study of weap-
ons of influence in social engineering (Workman 2007).
His framework categorized weapons of influence as (i)
commitment, reciprocation, and social proof, (ii) lik-
ability and trust, and (ii) authority, scarcity, and fear.
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His framework stressed the potential impact of cultural
biases on the relevance of these principles to Internet
users. For example, authority might be perceived differ-
ently in different countries that vary in social norms (e.g.,
in Japan, old age implies an aura of authority).

Observing the behavior of street hustlers, Stajano and
Wilson (2011) extended and modified Cialdini’s frame-
work and proposed nine principles of influence: distrac-
tion, social compliance (authority), herd (social proof),
dishonesty, kindness, need and greed (e.g., visceral trig-
gers), scarcity (time), commitment, and consistency. Ueb-
elacker and Quiel (2014) analyzed 207 phishing emails
following Cialdini’s framework and constructed relations
between personality traits of the Five-Factor Model (Big
5) and the principles of influence (Cialdini 2006). Ferreira
and Lenzini (2015) studied the relationships and similari-
ties between Cialdini (2006), Gragg (2003), and Stajano
and Wilson (2011) frameworks and consolidated the
principles of influence into five categories: (i) authority,
(ii) social proof, (iii) liking/similarity/deception, (iv) com-
mitment/consistency, and (v) distraction.

Akbar (2014) performed a quantitative analysis on sus-
pected phishing emails collected from an institution in
The Netherlands and found that authority and scarcity
were disproportionately the most employed principles,
followed by liking, consistency, reciprocation, and social
proof. Considering different demographics (i.e., age and
gender), Oliveira et al. (2017) conducted an empirical
study comparing young vs older adults’ susceptibility to
Cialdini’s principles of influence. Older women were the
most susceptible group, and while younger adults were
most susceptible to scarcity, older adults were most sus-
ceptible to reciprocation, and both groups were highly
susceptible to authority.

Ortiz (2010) studied machine learning techniques to
detect persuasion in negotiation transcripts. His classi-
fier considered two classes for the dialogues: persuasive
or not persuasive. Ortiz reports that his results provide
a weak indication that these two classes can be distin-
guished. Moving forward, we plan to extend Ortiz’s
approach by distinguishing, via machine learning meth-
ods (including Natural Language Processing), each of
Cialdini’s principles of persuasion.

Background

Psychological principles of influence (called weapons in
this study to emphasize their deceptive usage) are persua-
sive arguments used to compel recipients to perform an
action that benefits the persuasive party. Cialdini (2006)
described six such weapons of influence: reciprocation,
liking, scarcity, social proof, authority, and commitment.
A seventh weapon, perceptual contrast, was added based
on Hadnagy (2010).
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According to the Reciprocation principle people tend
to repay, in kind, what another person has provided
them. As an example, a spam message can convince a
user into clicking on a link or replying to a message by
offering the user a free gift attached to the email (e.g., the
pdf of a travel guide to France). The travel guide might be
of relevance to the user, who might feel indebted to the
sender and think that the least he could do is to open the
pdf, which can be malicious and infect his computer. The
Liking principle is based on people’s tendency to comply
with requests from people they like or with whom they
share similarities. The Scarcity principle is based on peo-
ple perceiving opportunities as more valuable when their
availability is limited. The Social proof principle states
that people tend to avoid mistakes by acting like oth-
ers. According to the Authority principle, people tend to
feel at ease complying with requests made by “figures of
authority’, e.g., law enforcement personnel and lawyers
(Hadnagy 2010; Mitnick et al. 2002). The Commitment
principle states that people feel pressured to behave in
line with their commitments. The Perceptual contrast
principle refers to humans noticing a drastic difference
between two situations or offers. When the second offer/
situation is rather worse than the first, people tend to
perceive the first as much more appealing. Spam emails
can use these weapons as techniques to lure users into
clicking on embedded malicious links or opening mali-
cious attachments.

Spam emails can also refer to particular life domains
[incentivizing (Hadnagy 2010) and contextual (Schindler
et al. 2006)] to increase their appeal.

Incentivizing life domains refer to a category of infor-
mation that might motivate users to attend to the spam
email because they find it relevant and potentially ben-
eficial to a particular aspect of their lives. We considered
the following incentivizing life domains: financial, health,
ideological, social, legal, and security. Financial emails
focus predominantly on money, rebates, or offers. Health
emails address mental and physical wellness, e.g., medi-
cation offers. Ideological emails relate to code of eth-
ics and principles, e.g., an invitations to support a social
cause. Social emails focus on interpersonal interactions,
e.g., community events. Legal emails refer to the law,
such as emails discussing a potential infraction. Security
emails relate to physical or cyber safety, e.g., antiviruses
offers.

Contextual life domains represent essential ben-
efits, explicitly stated or more implicitly implied in an
email that could prompt or enforce social behaviors
by the recipient. They represent general life themes or
directives. We considered the following contextual life
domains: health, cognitive, independence, family, friends,
life reflections, death, occupation, leisure, and sexuality.
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Health emails relate to physical fitness, e.g., advertise-
ment of workout routines. Cognitive emails focus on the
recipient’s capabilities regarding life skills, attention, and
memory, e.g., brain training offers. Independence emails
relate to the recipient’s life autonomy, e.g., an adver-
tisement of emergency buttons for the elderly. Family
emails address relationships to relatives, e.g., informa-
tion about detecting mental issues in family members.
Friends emails relate to meaningful social connections
with non-family members. Life reflections emails refer
to the recipient’s personal narrative and ability to engage
in meaningful pursuits, e.g., emails about finding mean-
ing in life after retirement. Death emails relates to the
recipient’s mortality, such as life insurance. Occupation
emails target recipient’s profession. Leisure emails relate
to recipient’s hobbies and free time, e.g., an email about a
dog training club. Sexuality emails address sexual identity
and romantic relationships, e.g., dating websites.
Although incentivizing and contextual domains were
both subsumed under the broad category of life domains,
they are distinct in that contextual domains apply even
where no persuasive benefit (i.e., incentive) is present.

Methods

Our study proposed to analyze current spam from two
perspectives: that of the spammer (offender) and that of
the victim. The offender perspective is captured in our
focus on email characteristics (i.e., weapons of influence
and life domains) as tools to lure the user into clicking
on potentially malicious links because the techniques are
effective in getting individuals to act upon the request
and because the life domains relate to interests and moti-
vations the individual may have. The victim perspective
is captured by considering computer user characteristics
(i.e., age) that are targeted in a specific manner by the
offenders as key variables in our analysis.

In the current study we took an ecologically valid
approach by acquiring spam from real-life Internet users.
The particular focus of our study was on analyzing how
Internet users of different ages are currently targeted by
spam attacks. Thus, even though the messages we ana-
lyzed had been classified as spam and had been blocked
by spam filters, they had been sent out by spammers to
target users in specific ways. Notice that this is differ-
ent from analyzing susceptibility to malicious messages,
which is beyond the scope of this study and already cov-
ered in the literature (Oliveira et al. 2017).

The study comprised men and women from two age
groups. Young participants [# = 35 (60% females; 40%
White), M = 21.09 years (SD = 3.34; range = 18-32)]
were undergraduates from the University of Florida and
other young adults residents of Alachua county (where
the university is located). Older participants [z = 32 (50%
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females; 88% White), M = 69.51 years (SD = 6.82; range
= 61-88)] were residents of Alachua county. Participants
were recruited through the university Psychology Subject
Pool, HealthStreet!, fliers disseminated online, through-
out the community, and university- and lab-internal par-
ticipant registries. Young participants who were recruited
through the subject pool were compensated with course
credit; all other participants were financially compen-
sated (see details below). Young participants reported a
mean of 14.07 (SD = 3.88) years of education and older
participants a mean of 16.06 (SD = 2.86).” Table 1 details
demographic information of the participants. Data col-
lection occurred in the spring of 2015. All emails covered
approximately one month of participants’ spam emails on
the months of April and May 2015.

Participants were instructed to forward to the study
team all spam emails they had in their current spam
folder (from their primary personal email account) at the
time of study enrollment. We did not put restrictions on
the email provider to avoid influencing the type of spam
we received or introducing bias regarding provider-spe-
cific anti-spam techniques. We focused on spam received
by the users. To increase ecological validity, we did not
try to control for the type of spam filter/email reader
users adopted. Many providers, such as Gmail, already
attempt to classify spam into separate folders. The goal of
this study was not to investigate the effectiveness of anti-
spam mechanisms, but to increase understanding of the
extent to which spam targeting varies by user age.

Procedure

Researchers obtained informed consent from all par-
ticipants prior to enrollment. Following consent, par-
ticipants were provided with a demographic survey and
instructions on how to submit their spam emails.

Spam emails were collected from participants’ spam/
junk folders. Each participant had the option to either
manually forward spam emails to our study email
account or use a web-based extraction tool we had
developed that gathered spam emails automatically
using OAuth 2.0. Research staff informed participants,
that their email inbox would not be compromised by
permitting the research team access to extract the con-
tents of their spam/junk inbox. Participants were com-
pensated with $0.20 for every email the research team
received, for up to a total of $20 in the form of a prepaid
VISA card. To be eligible for study compensation and
inclusion in the analysis, participants were required to

L A university-affiliated community recruitment and outreach program.

2 Two young and one older participant did not indicate gender, race, and
years of education.
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Table 1 Demographic information by age group
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Young users (n = 35)

Older users (n = 32) Age differences

M (SD)/% M (SD)/%
Age (years)—(young n = 34, older n = 29)
21.82(5.14) 69.52 (6.82) t(61) = 4.38,p = .001
Gender
Male 4128 483 72() =32,p< 57
Female 588 517
Years of education (young n = 34, older n = 29)
14.07 (3.89) 16.07 (2.87) t(61) =0.84,p = 03
Highest degree earned (young n = 29, older n = 19)
High school 65.5 316 724 =628,p < .18
Associates 6.9 10.5
Bachelor’s 17.2 36.8
Master's 10.3 158
Doctorate 0.0 0.0
PhD 0.0 53
Annual income (young n = 32, older n = 28)
< $40,000 875 57.1 %2(2) =704,p < 03
$40,000-$70,000 6.3 214
> $70,000
Race/ethnicity (young n = 32, older n = 28)
American Indian or Alaskan Native 00 00 F2(4) = 20.76,p < .001
Asian 219 0.0
Black/African American 6.3 0.0
Native Hawaiian 0.0 0.0
Hispanic 18.8 0.0
White 46.9 100
Other 6.3 0.0
Marital status (young n = 32, older n = 28)
Single 563 143 72(4) =43.08,p < 001
In a relationship, but not married 40.6 0.0
Married 3.1 536
Divorced/separated 0.0 25
Widowed 0.0 7.1
Preferred internet browser (young n = 32, older n = 28)
Internet explorer 94 25 724 =912,p < 06
Google chrome 68.8 429
Safari 125 36
Mozilla firefox 94 214
Other 0.0 7.1

Sample size varied across demographic variables as some data were missing/not reported for some participants

submit a minimum of 40 emails. We determined 40 as
the minimum number of emails that needed to be sent
by the participants to our team to justify study com-
pensation and to allow a randomized selection process
for the subset of manually coded emails. The larger
set of emails we collected will be leveraged in future
analyses using machine learning to identify weapons
of influence in text. A total of 18,605 spam emails were

collected: 10,213 emails from young and 8392 from
older users.> The average number of emails forwarded
to our research team per participant was 275, the maxi-
mum number of emails sent by a participant was 1680,
and the minimum (required for inclusion in the study)

3 These numbers only include emails from eligible participants.
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was 40. The large majority of our participants used
our tool (for non-Gmail providers) or the Gmail folder
archive tool option to forward their spam. The for-
warded emails were the most recent in the participants’
spam folders at time study participation.

Spam emails were converted into HTML files, which
were stored in a secured database on the study server to
assure confidentiality. Prior to content coding, we con-
verted emails back to their original state, complete with
images, text, and formatting. Each spam email was ran-
domly assigned an identification number to keep content
coders blind to the identity of participants and their age
and gender.

Coding manual and procedure

Our coding manual was developed from the literature. In
particular, for the category of ‘weapons of influence; we
based our manual on Cialdini’s six principles of influence
(Cialdini 2006); a seventh weapon, perceptual contrast,
was added from Hadnagy (Hadnagy 2010). For the cat-
egory ‘life domains; the coding manual leveraged work
on six incentivizing (Hadnagy 2010) and ten contextual
(Schindler et al. 2006) life domains. The coding man-
ual was then further refined after coding of 100 sample
emails from our set of collected spam emails. The final
coding manual was composed of (i) comprehensive defi-
nitions and examples of each weapon of influence and
each life domain (see "Related work" section for a sum-
mary) and (i) a set of key words obtained during the
sample coding process and based on the literature (Cial-
dini 2006; Hadnagy 2010; Schindler et al. 2006) to allow
coders to determine the content of the emails. For exam-
ple, our coding instructions for the weapon Authority
were as follows:

1 Definition: The principle of Authority states that
humans tend to comply with requests made by fig-
ures of authority or reputable entities.

2 Example: A municipal parking authority sending an
email about a traffic violation and inviting the victim
to refute the claim online.

3 Key words: IT and HR Department, Loan offices, IRS,
a government body, a parking or municipal authority,
a Professor, a medical doctor, violation, fee, etc.

We developed a Qualtrics application/interface for the
coders to perform their qualitative content analysis. Cod-
ers were instructed to follow the process below.

1 Enter e-mail ID in the Qualtrics interface.
2 Enter coder-ID in the Qualtrics interface.
3 Read the entire email.
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4 Identify key words or phrases which fall into one of
the categories of weapon influence (or life domain)
defined in coding manual.

5 Add a primary and a secondary weapon of influence
(or life domain) using a scale from 0 to 10 (0 signify-
ing no presence to 10 indicating a perfect example of
the chosen category).

6 Add a justification for the categorization and ratings
in the comment field specifying words or phrases
present within the email.

7 Click submit button to enter the coded information.

The coding procedure allowed for selection of a primary
and a secondary weapon of influence and life domain.
The qualitative content coding applied in this paper was
done manually via trained human coders and lasted from
August 2015 to September 2016. This approach is very
time and human resource intensive. Therefore, we lim-
ited the number of coded emails to a manageable num-
ber of messages. To assure comparable representation of
emails from all of our participants for the manual content
coding process, we randomly selected up to 20 emails
(M = 14.31, SD = 3.78) from each participant for a total
of 961 emails [514 from young (57% female) and 447
from older (48% female)] users. In other words, for each
participant, a random number from (1, 20) was drawn,
representing the number of emails we would consider
from this participant’s set of forwarded emails. That is, in
spite of our large dataset of collected emails, we limited
the amount of emails that were coded because of time
constraints. Our selection process of up to 20 emails per
participant assured randomization and representation of
emails from all participants.

Training and calibration of the six coders took two
months (prior to actual coding) and resulted in good
inter-rater reliability (Cohen’s Kappa > .80).

Coders assigned the specified categories (which weap-
ons of influence and life domains) to each email and rated
each category’s salience on an 11-point scale (0 signify-
ing no presence to 10 indicating a perfect example of
the chosen category). Coders justified their categoriza-
tion and ratings by reporting in a comment field specific
words or phrases present within the email. Sixty-three
(7%) emails for weapons, 43 (5%) emails for incentiviz-
ing life domains, and 49 (5%) emails for contextual life
domains did not fall under any of the categories and were
excluded from the analysis (e.g., email was blank or con-
tained just an image with no text).

Consider the spam email illustrated in Fig. 1. The sub-
ject of this email reads Prize Notification, signaling that
the recipient had unexpectedly won a prize. In the way
the email is constructed, the recipient was supposed to
feel indebted to Mrs. Miriam Inaki and her organization
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Subject: Prize Notification

BATCH NUMBER: 2016/WTN
OFFICIAL WINNING NOTIFICATION.

Microsoft Iberica S.L Lottery Intl. Program FOREIGN SERVICE SECTION BARCELONA. REFERENCE NUMBER:YUKFQ/RYYH)

We are pleased to inform you of the released results of the Microsoft Iberica S.L Sweepstakes Promotion in conjunction
with foundations for the promotion of software products organized for Software users. This Program was held in Barcelona-
Spain; Wherein your email address emerged as one of the online Winning emails in the 1st category and therefore attracted
a cash award of EUR344,000.00 and a Mac laptop/iPhone. Your laptop, certificate of winnings and your chegue of
(EUR344,000.00) will be sent to your contact address in your location. To file for claims of the release of your winnings,
contact the Customer Service Officer with the information below:

FULL NAMES, ADDRESS, SEX, AGE, MARITAL STATUS, OCCUPATION, TELEPHONE NUMBER, COUNTRY, BATCH NUMBER,
REFERENCE NUMBER: Email: cuservdept@excite.co.jp Contact Person: Manuel Vizner [CSO]

Also, please, fill out our customer satisfaction survey at www.excite.co.jp/Survey.aspx?s=4674c60&surv_id=DNTY

Congratulations!!

Sincerely,
Mrs. Miriam Inaki
Online Coordinator

Fig. 1 Spam email example taken from the current study. This email applied reciprocation as weapon of influence (reflected in key words, such as
prize, winning, cash award, or Please, fill out) and finances as life domain (reflected in EUR amount)

and fill out the survey in gratitude. In this case, the cod-
ers selected reciprocation as the weapon of influence
being present. Coders justified their choice by inputting
words signaling reciprocation, such as prize, winning,
cash award, or Please, fill out.

Coders met once a week to resolve potential discrep-
ancies with the goal to maintain a high intercoder agree-
ment rate. To determine interrater reliability, 10% of the
emails (randomly selected and assigned to coders) were
independently coded by two coders, thereby following an
often applied approach in qualitative content coding to
not double code 100% of the content, but a small percent-
age (in our case 10%) (Saldana 2012).

Dichotomous variables were created for each cate-
gory of weapons of influence, incentivizing life domain,
and contextualizing life domains, respectively, based on
the salience ratings given during the coding process. In
particular, the value assigned was 1 if the correspond-
ing salience rating was 5 or higher, indicating the pres-
ence of this category in the email; otherwise the value
assigned was 0. These dichotomous variables were then
used to determine the prevalence of each category in the
email content (i.e., the frequency of use, expressed as a
proportion, of a given category in an email relative to all
emails collected from a given participant. For example,
among 20 emails from a participant, seven emails had
salience ratings on scarcity higher than 5. The prevalence
of scarcity category of this participants was 35%. This

prevalence of each category was used in the subsequent
quantitative statistical analyses.

Based on the dichotomous variables created for each
category of weapons, incentivizing life domains, and
contextualizing life domains, a new set of categorical
variables was created to indicate which type(s) in each
category each email belonged to. For instance, an email
belonged to a given category if the corresponding dichot-
omous variable was coded as 1. Thus, the Cohen’s Kappa
was calculated based on the categorical variables for all
three dimensions respectively (weapons of influence =
.78, incentivizing life domains = .90, and contextual life
domains = .87), suggesting good to excellent interrater
reliability. As the interrater reliability was calculated
based on the category variable and there was one cate-
gorical variable for each rating dimension, there was only
one Cohen’s Kappa for each rating dimension.

Statistical analysis

This section presents the quantitative statistical analysis
conducted on the content coded spam emails and results
pertaining to our research questions.

(1) To what extent were weapons of influence and spe-
cific life domains represented in spam emails, and which
weapons and life domains were most popular?

The respective prevalence of each weapon of influ-
ence (seven categories), incentivizing life domains (six
categories), and contextual life domains (ten categories)
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Table 2 Prevalence of each category of weapons of influence
Mean sD Median Min Max Skewness Kurtosis
Reciprocation 0.75 0.18 0.78 0.00 1.00 —135 3.34
Liking 0.17 0.16 0.14 0.00 1.00 239 9.98
Scarcity 0.15 0.14 0.13 0.00 046 0.64 —0.62
Social proof 0.04 0.07 0.00 0.00 0.29 203 3.82
Authority 0.18 0.14 0.14 0.00 0.91 244 10.58
Commitment 0.08 0.10 0.06 0.00 033 1.09 0.35
Perceptual contrast 0.05 0.07 0.00 0.00 0.25 1.26 0.61
Table 3 Prevalence of each incentivizing life domain
Mean sD Median Min Max Skewness Kurtosis
Financial 0.69 0.21 0.75 0.00 1.00 —132 2.04
Health 0.12 0.15 0.09 0.00 1.00 3.54 19.46
Ideological 0.09 0.11 0.07 0.00 0.56 1.81 397
Social 0.17 0.18 0.13 0.00 091 1.60 3.88
Legal 0.02 0.06 0.00 0.00 033 3.37 13.59
Security 0.04 0.07 0.00 0.00 0.40 247 8.26
Table 4 Prevalence of each category of contextual life domain
Mean SD Median Min Max Skewness Kurtosis
Health 0.14 0.14 0.12 0.00 1.00 3.60 20.21
Cognitive 0.02 0.04 0.00 0.00 0.15 2.36 4.62
Independence 0.27 0.20 0.22 0.00 0.86 0.69 0.08
Family 0.02 0.04 0.00 0.00 0.18 1.95 3.75
Friends 0.03 0.07 0.00 0.00 0.50 4.77 28.80
Life reflection 0.1 0.1 0.08 0.00 044 0.90 0.30
Death 0.01 0.02 0.00 0.00 0.10 3.63 1248
Occupation 0.09 0.10 0.07 0.00 033 0.89 —0.20
Leisure 041 0.30 0.35 0.00 1.00 0.41 — 098
Sexuality 0.08 0.12 0.00 0.00 0.64 259 8.07

were calculated. Descriptive statistics are presented in
Tables 2, 3, and 4.

To test significant differences in the prevalence of
specific weapons of influence and life domains in the
content-coded spam emails, given the non-normal dis-
tribution of the data and the nested data structure (i.e.,
weapons of influence and life domains were nested in
each participant; repeated measures), we conducted
three separate Friedman’s analyses of variance (ANO-
VAs) (Gravetter and Wallnau 2009). Category of a given
dimension (weapons of influence and life domains,
respectively) constituted the within-subject variable.
For significant dimensions in the Friedman’s ANOVA

we followed up with simple effect analysis, which con-
sisted of pairwise comparisons between this dimension
and all other dimensions (e.g., reciprocation vs. liking).
We used Wilcoxon signed ranks test for these follow up
analyses. For these pairwise comparisons, Bonferroni
correction was applied for determination of the statistical
threshold (p-value), thus accounting for the type-I error
inflation rate due to multiple comparisons. Bonferroni
correction was based on the number of categories within
each dimension. In particular, for weapons of influence
the corrected p-value was 0.001, for incentivizing life
domains it was 0.003, and for contextual life domains it
was 0.002.
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Table 5 Pairwise comparisons among weapons of influence

Liking Scarcity Social proof Authority Commitment Perceptual

contrast

Reciprocation —6.95° — 7.06° - 710 —6.73° —701° — 7.06°
Liking — 030 —562° —0.78 — 3.60° —5.28
Scarcity —5.07° —1.05 —3.03 —4.36°
Social proof —6.10° —322° —132
Authority — 475 —571°
Commitment —-229

2 Indicates that the prevalence of weapon of influence shown in the row was higher than the prevalence of weapon of influence shown in the corresponding
column.? Indicates that the prevalence of weapon of influence shown in the row was lower than the prevalence of weapon of influence shown in the corresponding
column. Italic indicates significant difference between prevalence of weapons of influence at the Bonferroni adjusted level of p = .001

There was a significant difference in the prevalence of
specific weapons of influence (32(6) = 225.48, p < .001).
Reciprocation was more prevalent than any other weapon
of influence (Table 5). Liking, scarcity, and authority were
more prevalent than social proof, commitment, and per-
ceptual contrast. In addition, commitment was more
prevalent than social proof. There were no differences
between social proof and perceptual contrast or between
commitment and perceptual contrast.

There was also a significant difference in the prevalence
of specific incentivizing life domains (32(5) = 181.00,
p < .001). Financial emails were more prevalent than all
other incentivizing life domains (Table 6). While social
and health emails were as prevalent as ideological emails,
they were more prevalent than legal and security emails.
Ideological emails were equally prevalent as security
emails, but they were more prevalent than legal emails.
Legal and security emails did not differ in prevalence.

There was a significant difference in the prevalence
of contextual life domains (}¥2(9) = 296.15, p < .001).
Independence and leisure emails were equally prevalent
and were more prevalent than all other contextual life
domains (Table 7). Emails related to health, life reflec-
tions, and occupations were comparable in prevalence,
but were more prevalent than cognitive, family, friends,
and death related emails. Emails pertaining to health and
life reflections showed higher prevalence than emails
pertaining to sexuality. However, prevalence of occupa-
tion and sexuality emails were not different from each
other. Finally, emails related to cognitive, family, friends,
and death did not differ in prevalence.

(2) Did the use of weapons of influence and life
domains vary by user age group?

To test for age differences in the content of the spam
emails, accommodating for the non-normal distribu-
tion of our data, separate Mann-Whitney U tests were
conducted on the prevalence of each weapon of influ-
ence, incentivizing life domain, and contextual life

domain, respectively. For weapons of influence, there
were no significant age differences in the prevalence of
any of the categories.

For incentivizing life domains (Fig. 2), health showed
a significant age difference (U = 347.50, p =.007,
r =.33). In particular, older users received health-
related spam emails more frequently than young users
(Mdnyoyng = .05, Mdnyg., = .13). There were no age
differences for financial, ideological, social, legal, and
security.

For contextual life domains (Fig. 3), there were signif-
icant age differences for health (U = 343.50, p = .006,
r = .33), independence (U = 336.50, p = .005, r = .34),
occupation (U = 384.50, p = .021, r = .28), and leisure
(U =361.50, p=.013, r =.30). In particular, older
users were more likely to receive spam emails relevant
to health (Mdny,yng = .10, Mdnyg., = .14) and inde-
pendence (Mdnyoung = .18, Mdnyjzer = .36), whereas
young users were more likely to receive spam emails
relevant to occupation (Mdnyoung = .11, Mdn,ye, = 0)
and leisure (Mdnyoung = .58, Mdn,zer = .23). There
were no significant age differences for cognitive, family,
life reflections, and sexuality.

Table 6 Pairwise comparisons among incentivizing life
domains

Health Ideological Social Legal Security
Financial —6.59° —6.96° —6.50° —6.96° —701°
Health — 086 —213 —466° —399
|deological —283 —404° —246
Social — 5290 —4727
Legal —237

@ Indicates that the prevalence of incentivizing life domain shown in the
row was higher than the prevalence of incentivizing life domain shown in
the corresponding column. Italic indicates significant difference between
prevalence of incentivizing life do mains at the Bonferroni adjusted level of
p =.003
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Table 7 Pairwise comparisons among contextual life domains
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Cognitive Independence Family Friends Life reflections

Health —607° —4.75° —627° — 532 —049
Cognitive —6.59° — 046 —107 —5.28°
Independence —6.58° —6371° —4.87°
Family — 068 —5.28°
Friends — 4.58°
Life reflections
Death
Occupation
Leisure

Death Occupation Leisure Sexuality
Health — 6.40° — 242 —5.28° — 283
Cognitive —193 —4.55° —6.7% —3.75°
Independence — 679 — 573 —224 — 559
Family —308 —426° —680° —361°
Friends —294 —387° — 6.56° —307
Life reflections — 578 —154 —5.50° — 209
Death —507° —685° —4.50°
Occupation —5.95° —0.80
Leisure —5.74°

2 Indicates that the prevalence of contextual life domain shown in the row was higher than the prevalence of contextual life domain shown in the corresponding
column.? Indicates that the prevalence of contextual life domain shown in the row was lower than the prevalence of contextual life domain shown in the
corresponding column. Italic indicates significant difference between prevalence of contextual life domains at the Bonferroni adjusted level of p = .002
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Fig. 2 Median prevalence of each incentivizing life domain in
spam emails received by young and older users. The prevalence of
each category of incentivizing life domains was represented by
the proportion of emails in a given category relative to all emails
collected from given participant. *Indicates significant age difference
atp < .05

Discussion Our analysis showed that all weapons of
influence and life domains were represented in young vs
older user’s spam emails, with the weapon of reciproca-
tion, the incentivizing domain of financial, and the con-
textual domains of leisure and independence particularly
prevalent. While all categories were represented, the
prevalence of some (i.e., Death) was quite low. This find-
ing overall supports our conceptualization of weapons of

influence and life domains as techniques to lure Internet
users into fall for (potentially malicious) spam.

Reciprocation, followed by authority, liking, and scar-
city were the most frequently utilized weapons in today’s
spam emails. This finding is relevant in light of recent
research on phishing susceptibility (Oliveira et al. 2017),
which suggests that specific weapons of influence are
particularly effective in luring users into clicking on links
in emails. The present analysis suggests that spammers
are employing effective weapons and relate email content
to relevant life domains in their campaigns.

Our data also showed that emails pertaining to the
financial incentivizing life domain were the most preva-
lent ones, followed by social and health emails. This
finding is interesting in the context of recent research
(Oliveira et al. 2017) showing that users do not have a
particular susceptibility to financial phishing emails, but
rather are highly susceptible to legal phishing emails.

An email selection from a larger and more representa-
tive group of Internet users would have increased gen-
eralizability of our findings and would have allowed
additional subgroup analyses (e.g., comparing young and
older women and men). Larger longitudinal studies are
warranted to confirm the observed age effects and for a
comprehensive developmental analysis of the content
and dynamics of spam campaigns against individuals of
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Fig. 3 Median prevalence of each contextual life domain in
spam emails received by young and older users. The prevalence
of each category of contextual life domains was represented by
the proportion of emails in a given category relative to all emails
collected from a given participant. *Indicates significant age
difference at p < .05

different ages. Future studies should also include addi-
tional demographics in their analysis, including race/
ethnicity, level of education, and socioeconomic back-
ground, as factors that need consideration in tailored
implementation of future defense solutions.

Our findings were based on non-parametric analyses,
given the non-normal distribution of our data and the
relatively small sample size. While non-parametric analy-
sis does not make stringent assumptions about the distri-
bution of the data, it possesses reduced analytical power
compared to parametric testing.

Our coding process was limited to emails that were
already caught by spam filters. In the future, it would be
interesting to study verifiably malicious emails that suc-
cessfully passed through these filters, towards improve-
ment of security measures.

In spite of these limitations, our study provides intrigu-
ing first evidence suggesting that current spam emails tar-
get age groups differently regarding life domains. While
older users were more likely to receive spam emails rele-
vant to health and independence, young users were more
likely to receive spam emails relevant to leisure and occu-
pation. In contrast, we found no age-differential targeting
regarding use of different weapons. Recent research on
phishing susceptibility (Oliveira et al. 2017) showed that
young and older users significantly differ in their suscep-
tibility to different weapons.

Taken together, our findings suggest that spam could
potentially be used in a more effective way in the future,
if spammers targeted users according to particularly
effective weapons and life domains and in line with age-
specific vulnerabilities, rendering development of the
new-generation of effective detection and warning solu-
tions even more relevant. In fact, Hadnagy (2010) dis-
cusses that prior intelligence-gathering about targets in
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social engineering attacks (including innocuous adver-
tisements) is the first step conducted by professional
social engineers, scammers, and even advertisers. Had-
nagy also discusses how data originating from data
breaches and available in black markets can streamline
Internet user’s targeting. The labeled dataset on influ-
ence and life domains in spam that we have created in
this study and which we plan to make available to the
research community, can be leveraged for the develop-
ment of machine learning models for the detection of
the use of influence in email text. The identification of
influence in text can be a game-changer for the next gen-
eration of tools to detect spam and phishing by warning
users about potentially deception cues in text.

Conclusions

This paper presented an analysis of modern spam from
an age-comparative user perspective, integrating manual
qualitative content coding and quantitative statistics. We
aimed to clarify (i) the extent to which weapons of influ-
ence and life domains were represented in young vs older
users’ spam emails and (ii) variations of the prevalence
of weapons of influence and life domains by age demo-
graphic. Our study demonstrated the presence of some
level of age-specific targeting in current spam campaigns.
This knowledge is crucial in its potential for integration
in the development of future spam mitigation solutions,
capable of detecting influence in emails and warning
users in an demographic-targeted fashion such as by con-
sidering age-specific vulnerabilities. Moving forward, we
plan to leverage this manually labeled dataset of emails to
develop machine learning classifiers that can detect influ-
ence in text.
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