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Abstract

Objective: This research uses crime scripts to understand adult retribution-style image-based sexual abuse (RS-IBSA)
offender decision-making and offending in offline and online environments. We explain the crime-commission pro-
cess of adult RS-IBSA and identify crime intervention points at eight crime script stages.

Methods: Publicly released court transcripts of adult RS-IBSA prosecution cases (n=18) in New Zealand from 2015
to 2018 were utilised to examine the crime-commission process of adult RS-IBSA. We analysed the court transcripts
thematically at offence-level prior to constructing the crime scripts.

Findings: The study identified four types of adult RS-IBSA acts including the non-consensual dissemination of a
victim's intimate images, violent cyber sextortion, covert intimate photography, and unauthorised access of a victim’s
phone/media. From our analysis, we identified three script tracks and constructed three distinct crime scripts: (1)
threats, sextortion and dissemination; (2) unauthorised access of a victim’'s mobile device and dissemination; and (3)
covert intimate filming. We highlight areas for potential intervention for law enforcement agencies and policy makers
to increase deterrence and personal security in online and offline spaces.

Conclusion: Adult RS-IBSA occurs in a range of dating and domestic contexts. This study develops crime scripts for
adult RS-IBSA and advances our understanding of how the Internet/smartphones/digital media translates into virtual
crime scenes with opportunities for maximum harm infliction. We offer several policy implications including revis-
ing current RS-IBSA legislation and supporting law enforcement agencies with policing online and offline intimate
relationship spaces through situational prevention.

Keywords: Retribution-style image-based sexual abuse, Cyber-enabled crime, Rational choice, Crime script analysis,
Situational crime prevention

Introduction

The Information Age facilitates human interconnectivity
and interactions but also increases the repertoire of tools
and opportunities for intimate partner violence offending
(Dragiewicz et al. 2018). This includes adult retribution-
style image-based sexual abuse (RS-IBSA), defined by
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Powell et al. (2018) as “relationship retribution, where
revenge is a motivation within the context of a current or
past intimate relationship” (p. 393-394).

An analysis of the database of MyEx.com, a revenge
pornography website revealed an approximation of
9285 posts created in the United States, 796 in the
United Kingdom, 496 in Canada, 214 in Australia and
22 in New Zealand (Hall and Hearn 2019). Uhl et al.
(2018) conducted a content analysis of 134 non-con-
sensual photos contained on seven different websites
which may not function specifically for the purpose
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of hosting or promoting “revenge porn” or explic-
itly harming victims. Their study revealed that 92% of
victims depicted in the images were women and that
more than a third of the images had texts accompany-
ing them which explained the perpetrator’s reasons
for sharing the women’s image with the most common
being that she was an “ex” (22%), “hot” or “sexy” (22%),
“a slut” (15%), or unfaithful (6%). An international
study of the extent and nature of IBSA in a community
sample of Australian residents (n=4053) aged 16 to
49 years by Powell et al. (2019) found that 1 in 10 par-
ticipants engaged in IBSA perpetration behaviours such
as the non-consensual taking of intimate images of
another individual or threatening to disseminate or dis-
seminating the images. A US-based study by Ruvalcaba
and Eaton (2020) on RS-IBSA (n=3044, 54% women)
revealed that one in 12 participants experienced vic-
timisation, one in 20 reported perpetration and women
reported higher rates of victimisation and lower rates of
perpetration than men. Women also experienced lower
psychological well-being and higher somatic symp-
toms than non-female adult victims and higher somatic
symptoms than adult male victims. The harms of adult
RS-IBSA victimisation include unemployment, physical
and online stalking, harassment, prolonged harms from
images being retained and circulated on the Internet/
third party digital tools (Bates 2017; Stroud 2014) and
similar negative mental health effects as sexual assault
(see Bates 2017).

A systematic review by Dehghanniri and Borrion
(2019) of crime types covered by 105 crime scripts (a
concept elaborated in the next section) from 1994 to 2018
revealed that the highest number of crime scripts have
been constructed for cybercrime, followed by corrup-
tion and fraud offences, robbery and theft offences, and
the lowest number for sexual offences. Unlike the more
extensive crime scripting of pure cybercrime/cyber-
focused crime (where the targets are data, computers,
networks or similar) and traditional crime in the offline
world, crime scripting of cyber-enabled/technology-facil-
itated/cyber-dependent crime is scant, as is scripting of
cyber-enabled/technology-facilitated/cyber-dependent
sexual crime. This is problematic as the line between
traditional (physical) and online offending is becoming
increasingly blurred (Bluett-Boyd et al. 2013; Reed et al.
2016) and criminal investigations and prosecutions are
becoming highly reliant on reliable and credible digi-
tal evidence that can be used in court. Moreover, unlike
traditional personal crimes such as physical and sexual
assault, cyber-enabled personal crimes are characterised
by technical competency (Yar 2005), trans-territoriality
(Baym 2015) and high concealment (Pittaro 2007; Vitis
2020).
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Cyber-enabled dating/domestic/sexual violence have
been coined “hidden crimes” (Cook 1997, p. 127) and are
therefore more susceptible to being under-reported and
under-recorded (Cook 1997). Hatcher et al. (1999, p. 397,
399) contend that the risks and costs of cyber-enabled
offending is lower than those in traditional crime, while
the benefits are higher. This is also problematic as crimes
of this nature are said to surpass the current capacity of
public and private regulators to control (Grabosky 2000;
Hiller and Cohen 2002; Langlois and Slane 2017), along
with the low probability of arrest and conviction (see Li
2014). These facts support the need to reduce conceala-
bility of RS-IBSA for law enforcement and legislative pol-
icy makers to ensure that offenders are held accountable
for their crimes and victims can fairly access the criminal
justice system. Like pure cybercrime offenders, a single
RS-IBSA offender can offend in multiple places and at
multiple times on as many target platforms as possible
regardless of geographical location or spatial boundaries,
and with far-reaching negative impacts for the victim
(Woodlock 2017). Hence, crime scripting in this cyber-
enabled space is important and timely. To our knowledge,
no crime script has been developed for adult-to-adult
image-based sexual abuse offending by former or current
dating/domestic partners.

This study undertakes a crime script analysis of adult
RS-IBSA. Drawing on 19 court transcripts involving 18
adult RS-IBSA offenders from court records in New Zea-
land, we apply a deductive thematic analysis to the court
transcripts by focussing our analysis on RS-IBSA crime
data at offence-levels. We identify four distinct adult RS-
IBSA offence categories and three crime script tracks.
We proceed to construct three micro-level crime scripts
(through crime script analysis) based on the three crime
script tracks identified, and propose crime intervention
points for all eight stages of the crime scripts. Implica-
tions for prevention and future avenues for research are
then discussed.

Background

A script is a “picture plus caption” (Abelson 1976, p. 34)
of a predetermined or stereotyped sequence of events or
actions necessary to achieve a goal in a particular situa-
tion (Schank and Abelson 1977). According to Abelson
(1981), in order to begin a script, an individual must have
a stable cognitive representation of the script, an evok-
ing context for the script which needs to be self-pre-
sented or environmentally presented and the individual
must enter the script. Utilising Abelson’s (1976) cogni-
tive psychological approach to scripts, Cornish (19944, b)
pioneered the application of a script-theoretical frame-
work (crime script analysis) to represent the complete
sequence of actions initiated prior to, during and after
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the commission of a crime (crime-commission process).
Crime script analysis deconstructs crimes into chrono-
logical stages to identify “actionable offender decision
points” (Wortley 2014 in Haelterman 2016, p. 12). Crime
scripts also capture the criminal actors’ roles, props, and
locations in a sequence of actions to identify offender
behavioural routines at every stage of the crime-commis-
sion process (Borrion 2013). Crime script analysis helps
us understand the crime-commission process utilised
by offenders to commit a specific crime by (1) extracting
the offender’s decision-making (rationale) and offending
behaviour (Beauregard and Martineau 2015; Lavorgna
2015; Lord and Levi 2017; Meyer et al. 2015; Wortley
and Mazerolle 2013), and (2) organising prior knowledge
about the prerequisites of a crime-commission process
such as the resources and skills required by offenders in
order to successfully execute their crimes in a given situ-
ation (Balemba and Beauregard 2013; Bichler et al. 2013;
Cornish 1994b; De Vries 2013).

Rational choice perspective

The rational choice perspective is a conceptual frame-
work for understanding crime events and directing situ-
ational prevention initiatives. It explains how individuals
consciously and rationally choose to commit criminal
acts. Clarke and Cornish (1983, 1986, 2006) posit that
potential offenders make deliberate and goal-directed
decisions that maximise personal benefits and minimise
personal costs (e.g., risk of apprehension) when choos-
ing to commit and while committing a crime. Clarke
and Cornish (1983) outlined that decisions to com-
mit crimes need not be completely rational or carefully
calibrated due to the constraints/circumstances under
which these decisions are being made: criminals exercise
bounded rationality (Einstadter and Henry 2006). For
instance, offenders’ decisions may be influenced by cog-
nitive biases, time constraints, alcohol/drug use, height-
ened emotional states or prior learning models (Cornish
and Clarke 2008). Additionally, offenders vary in their
perceptions, attitudes, motivations, skills and abilities
to analyse a situation and conduct choice structuring
in weighing the benefits (rewards) versus costs (risks or
efforts) in order to achieve favourable outcomes (Cornish
and Clarke 1987). Offenders’ goals also interact with and
are modified according to situational factors such as the
opportunities and incentives in the immediate environ-
ment (Cornish and Clarke 2008).

Hence, regardless of the crime category, offenders are
considered fundamentally “rational” in their decision-
making and perpetrate in order to attain their goals or
satisfy their needs or desires such as money, power, con-
trol, revenge or sexual gratification, in the context of
above (see Brantingham and Brantingham 1978; Clarke
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and Cornish 1985; Cusson 1983; Walsh 1978). When the
rational choice perspective is applied to Cornish’s (1994a,
b) crime script framework, at each crime script stage,
the offender is expected to make rational choices about
how to optimally proceed to the next stage, and with suc-
cessful replication, the script eventually develops into
the default behavioural sequence until the crime is com-
pleted (Leclerc and Wortley 20144, b).

Crime scripts as an outgrowth from the rational choice
perspective

Cornish’s (1994a, b) crime script analysis was also
intended for situational crime prevention purposes—
to help criminologists identify intervention points and
tactical suggestions for intervention across crime types
(Cornish and Clarke 2008). More specifically, Freilich and
Chermak (2009) demonstrated how crime scripts outline
opportunities for disrupting/altering the outcome and
indicate precisely at what stage(s) in the crime-commis-
sion process (prior to, during, and/or after the crime)
strategies could be utilised to prevent such crime events.

Application of crime scripts

Crime scripts were initially applied to property crimes
such as robbery, automobile theft and vandalism (Cor-
nish 19944, b), the resale of stolen vehicles (Tremblay
et al. 2001), burglary (Cornish and Clarke 2008; Nee
and Meenaghan 2006) and theft of electronic products
(Ekblom and Sidebottom 2008). Crime scripts have also
been utilised on cybercrimes such as account takeover
(Haelterman 2016), mapping trolling on a cyber-attack
journey (Somer et al. 2018) and employee computer
crime (Willison and Siponen 2009). In addition, crime
scripts have helped explain the crime-commission pro-
cess of sexual offences including adult-to-child sexual
abuse (Deslauriers-Varin and Beauregard 2010; Leclerc
2013a; Leclerc et al. 2011); child sex trafficking (Brayley
et al. 2011); compensated dating (Li 2015); human traf-
ficking for sexual exploitation (Savona et al. 2014); sex
offenders (Beauregard et al. 2007); sexual offences (Cook
et al. 2019); stranger rape against women (Chiu and
Leclerc 2017); acquaintance rape against women (Chiu
and Leclerc 2017) and Internet-mediated sex trafficking
(Lavorgna 2014). The application of crime scripts across
different crime categories demonstrates that they are not
only appropriate for describing the crime-commission
process of physical (traditional crime) but also cyber-
dependent and cyber-enabled crime.

Crime script levels

Although crime scripts present the procedural sequence
of a crime-commission process, Cornish (19944, b) pro-
posed different crime script levels of abstraction: tracks,
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scripts, protoscripts and metascripts. The highest (macro-
level) of abstraction is the metascript which represents
the generalisation of subgroups of an offence, such as
“property theft” and “sexual offending”. The upper meso-
level of abstraction is the protoscript whereby a specific
crime is generalised such as “robbery from the person”
and “sexual abuse of male children” respectively. The
lower-meso level is the script which refers to specific
offences that are subdivided by dimensions (broken down
into stages/acts/scenes) within a given situation (Leclerc
et al. 2010).

The lowest (micro-level) is the track which is most
commonly used in situational crime prevention (Leclerc
et al. 2011). It describes the different routes that are avail-
able through acts and scenes of a specific crime taking
place in a specific setting such as “subway mugging” and
the “sexual abuse of male children in a particular setting”
in a school/household. Cornish (1994a) after Leddo and
Abelson (1986) and Ekblom; quoted in Cornish (1994a:
161), established a “universal script” including the generic
structure of scripts which includes eight script scenes/
functions: “Preparation, Entry, Preconditions, Initiation,
Actualisation, Doing, Post-condition and Exit” Tomp-
son and Chainey (2011), who refuted the notion of pre-
and post-conditions being distinct and separate scenes,
reduced the script to four categories and emphasised the
importance of the requirements and facilitators within
each scene. Although some researchers have argued that
the eight script scenes’ generic structure is challenging
to apply in practice (Ekblom and Gill 2015), others assert
that there needs to be a balance between appropriate lev-
els of generalisation to allow for the exploration of mean-
ingful variations in scripts (Wortley in Ekblom and Gill
2015). We took this into consideration when selecting a
suitable crime script framework to guide the construc-
tion of adult RS-IBSA crime scripts.

Aims and objectives of the study

To understand and explain the crime-commission pro-
cess of adult RS-IBSA by former or current dating/
sexual/domestic partners, we needed to understand the
different tracks of RS-IBSA offending in various situ-
ational contexts. In order to do this, it was necessary to
source for relevant crime scripts involving “personal”
crime with a strong component of “abuse” and ensure
that the “sexual” setting(s) used in these crime scripts
was/were comparable (Appendix 1). We identified two
separate sexual abuse (offending) studies which utilised
crime scripts (Chiu and Leclerc 2017; Leclerc et al. 2011)
to guide our development of RS-IBSA crime scripts. In
order to identify as many offending tracks for RS-IBSA
as possible, we used the data categorisation table in Chiu
and Leclerc’s (2017) study for the examination of sexual
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offences against women by acquaintances (Appendix 2).
Understanding the tracks helped us develop crime scripts
for RS-IBSA. Although we used Chiu and Leclerc’s (2017)
data categorisation table to examine various fracks in
RS-IBSA, we discovered that the sequence of crime vari-
ables for RS-IBSA were incongruous with the sequence
of crime variables situated in the crime script devised
by these researchers (Appendix 3). We refer specifically
to the crime variables used in their Instrumental Actu-
alisation, Offender Approach Method and Continuation
script stages. To overcome this challenge in our crime
script development process, we employed an older but
more flexible crime script devised by Leclerc et al. (2011,
p. 221) for child sexual abuse which allowed for more
exploration of RS-IBSA and we incorporated these crime
stages/scenes into our RS-IBSA crime scripts: entry to
setting, instrumental initiation, instrumental initiation
(continuation) I, instrumental initiation (continuation)
11, instrumental actualisation, completion, outcomes and
post condition (Appendix 4). Notably, this crime script by
Leclerc et al. (2011) delved deeper into the modus oper-
andi/abuse which is integral to RS-IBSA offending. We
included an additional stage, offender-victim prehistory
from Chiu and Leclerc’s (2017) crime script for sexual
offences against women by acquaintances to provide con-
textual background to the RS-IBSA offending types.

Data and methods
Research site
According to the District Court of New Zealand, it is the
largest court in Australasia (https://www.districtcourts.
govt.nz/). The majority of New Zealanders who take legal
action or have had legal action taken against them are
required to undergo the entire justice process in the Dis-
trict Court (including four court divisions: criminal, civil,
family and youth courts). The District Court of New Zea-
land website publishes a representative sample of cases
which outline important judicial decisions of government
priority and public interest. The published selections fea-
tured on their website are updated regularly in an inde-
pendent process which is overseen by an Editorial Board
of judges. New Zealand aims to improve the openness
and transparency of justice administration by allowing
the public to access these court publications in addition
to other legal background information. Real names have
been omitted from the publications and substituted with
pseudonyms including in areas where there is a possibil-
ity that the protected party/parties may be identified.
Our data collection phase took place from 2 July 2018
to 2 September 2019. To begin the process of narrow-
ing down our online search (see Appendix 1), we input
“Harmful Digital Communications” in the filter search
bar on The District Court of New Zealand website to
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focus on cases linked to the Harmful Digital Communi-
cations Act (2015, http://www.legislation.govt.nz/act/
public/2015/0063/latest/whole.html). This enabled us
to only view the publications involving harmful digital
communications (n=283). We proceeded to remove all
regulatory documents (n=17) until we were only left
with court transcripts (n=66). We removed family and
civil court transcripts (n=3) and all duplicate court tran-
scripts (n=13). Only court transcripts that were tagged
as “Criminal” (n=41) were then considered for this study
and assessed further for eligibility.

To identify IBSA court transcripts involving only the
misuse of a victim’s intimate images by former and/
or current dating and/or domestic partners (separated
or otherwise), we proceeded to read all the 41 criminal
court summaries and full court transcripts and checked
for eligibility based on key words and terminology indi-
cating the misuse of intimate images (e.g., naked images/
videos). We then proceeded to examine each court tran-
script for the ages of victims and offenders and their rela-
tionship dynamics to identify only adult (over 18 years
of age) RS-IBSA cases for the development of crime
scripts. We excluded all other types of technology-facil-
itated coercive control (such as abusive language, verbal
threats, harassment, hacking, covert surveillance) and
other criminal offences (such as drug and alcohol-related
offences, physical assault). IBSA perpetrated by acquaint-
ances with no prior romantic or sexual relationship with
the victim, IBSA perpetrated by a paid customer to a
commercial sex worker, technology-facilitated sexual
offences perpetrated by adults involving minors (under
16 years of age) and child sexual exploitation material
cases were also excluded as these do not fall under the
typology of adult RS-IBSA. In total, we deemed 26 cases
to be ineligible through this screening process (Fig. 1).

Sample and data sources

We used all 19 eligible court transcripts that included
adult RS-IBSA offenders (n=18) from years 2015-2018
that were publicly released on The District Court of New
Zealand’s court record database under the search cate-
gory of Harmful Digital Communications. We utilised 19
court transcripts for 18 offenders. The additional court
transcript was due to one offender attending two court
hearings which were transcribed and then uploaded
onto the database on two separate occasions. Court tran-
scripts that did not explicitly reference a victim’s intimate
images being used in the adult RS-IBSA offending were
excluded.

In our sample of 18 offenders, 17 were male and one
was female. We had missing data for the ages of 10
offenders but all offenders attending criminal court by
New Zealand law are aged 18 years and above. Eight
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offenders already had a criminal record prior to their
court trials, and 10 with no prior criminal history were
on trial for other offences in addition to RS-IBSA. Only
one offender was identified as Australian whilst the
remaining 17 presumably possess New Zealand citizen-
ship as this was not highlighted anywhere in the judicial
sentencing reports. The RS-IBSA offender-victim rela-
tionship type was formerly dating (n=8); domestic rela-
tionship (n=5); married but separated (n=2); former
online and offline casual (sexual) relationship (n=1); and
currently dating (n=2). The duration of these relation-
ships spanned between several months and 10 years but
we could not account for the duration of all relationships
as this information was not provided in 11 court tran-
scripts. As some cases involved more than one RS-IBSA
offence, the crime script may vary from one offence to
the other for the same offenders.

Descriptive statistics: measures of frequency

The temporal offending patterns of RS-IBSA offend-
ing included one occasion/day (n=11); two occasions/
days (n=2); three occasions/days (n=4); and four or
more occasions (n=1) which took place over a 22-month
period. Consistent with previous literature (DeKeseredy
and Schwartz 2016; McGlynn et al. 2017; Powell and
Henry 2017), the RS-IBSA offences in this sample
included the non-consensual dissemination of a victim’s
intimate images (videos and/or photography, n=16);
sexual exploitation (n=2); non-consensual photography
(n=1); doxing (n=>5); and threats to disseminate a vic-
tim’s intimate images (n=21). We investigated threats
in this study to understand the frequency and efficacy
when employed in different RS-IBSA offending types. For
instance, one offender resorted to “credible” threats to
disseminate his victim’s intimate images resulting in the
sexual exploitation of his victim. Another offender was
caught by the police before he disseminated his victim’s
intimate images.

Although doxing, “the intentional public release
onto the Internet of personal information about an
individual by a third party, often with the intent to
humiliate, threaten, intimidate, or punish the identi-
fied individual” (Douglas 2016, p. 199) by definition
does not include the non-consensual dissemination of
an individual’s intimate images, the five offenders in
this sample who doxed their victims attached their vic-
tims’ private or identifying information to their victim’s
intimate images with the intention to maximise harm.
Investigating doxing enables us to understand the
severity of offending in different script tracks. Fourteen
offenders used intimate photographs/pictures of their
victims in their offending, four offenders used videos
of their victims engaging in various independent sexual
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Fig. 1 The Preferred Reporting Items for Systematic Reviews and Meta-analyses (PRISMA) model. 19 court transcripts for 18 offenders

acts, sexual acts with the offender or sexual acts with
a third party, and one offender used a combination of
one intimate photograph (close-up of female victim’s
genitals with her face) and three sexual videos. All inti-
mate images featured females and their body parts with
one exception. Offenders disseminated their victim’s
intimate images through three channels: public (n=38),
friends and family (n="7) and/or the victim directly
(n=4). The platforms used included Facebook (FB)
Messenger (n=2); victim’s personal FB page (n=6); FB
public page (n=38); a pornographic site (n=1); email
(n=3); work-based web page (n=1); and a website of a
corporation (n=1).

According to Porter (2008), archival court data cites
multiple sources of evidence such as offender, witness
and victim statements and forensic evidence. Collec-
tively, these have been subject to strict legal examina-
tion or fact checking. As these open-source court data
are easily accessible to the public, this suggests that care
has been taken by the Courts to maintain confidentiality
of protected parties, namely adult RS-IBSA victims. We
demonstrate through this research the usefulness, ease
and affordability of this secondary data source in helping
us establish an evidence base for the crime-commission
process of adult RS-IBSA and proposing steps towards
prevention.
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Analytic strategy

To achieve our research objectives on adult RS-IBSA,
we partially replicated the analytical strategy, otherwise
known as a script analysis process, in Chiu and Leclerc’s
(2017) study which examined sexual offences against
women by acquaintances using a script framework for
prevention purposes. Given the uniqueness of each court
case, the preliminary stages of our research, and no prior
crime scripts being constructed on adult RS-IBSA in
existing literature, we approached the development of
the adult RS-IBSA crime scripts using the offence-level
of analysis. However, before we could proceed with this,
we conducted a thematic analysis (in place of the content
analysis used in Chiu and Leclerc 2017) on all 19 court
transcripts for the 18 offender profiles. We coded for
unit(s) of meaning (i.e., RS-IBSA offences) and categories
for individual crime variables and sub-categories of crime
variables: Social elements, Approach Method, Setting,
Interaction, and Other variables (Chiu and Leclerc 2017).
We also tabulated the total number, frequency and sever-
ity of adult RS-IBSA offences in order to identify differ-
ent styles of adult RS-IBSA offending and situate specific
adult RS-IBSA offences in the appropriate stage(s) of
each crime script.

Specifically, we proceeded to execute the analyti-
cal strategy for script development in this sequence: (1)
extracting all relevant crime data (e.g., identifying only
adult RS-IBSA offences; frequency and severity of adult
RS-IBSA offences; sequence of actions leading up to the
adult RS-IBSA offending drawing from legal facts, words,
phrases and/or sentences used by the judges); (2) coding
and tabulating the types and number of adult RS-IBSA
offences in all 18 court transcripts; (3) matching these
offences to individual and sub-categories of crime vari-
ables in the data categorisation table constructed by Chiu
and Leclerc (2017); (4) checking the completed data cat-
egorisation table for repetition and overlaps, and making
revisions where necessary; (5) scanning the completed
data categorisation table for common crime patterns and
points and comparing them in order to identify distinct
types of adult RS-IBSA script tracks; (6) constructing
one or more draft crime scripts using Chiu and Leclerc’s
(2017) final crime script draft for sexual offenses against
women by acquaintances whilst toggling back and forth
between the data categorisation table and the original
court summaries to ensure fit and accuracy; and (7) refin-
ing the final crime script(s) (see also Chiu and Leclerc
2017; Chiu et al. 2011).

Results

We identified four categories of adult RS-IBSA acts:
(1) non-consensual dissemination of a victim’s inti-
mate images with or without threats; (2) violent cyber
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sextortion (monetary or sexual gain); (3) covert inti-
mate photography; and (4) unauthorised access of a vic-
tim’s phone/media and disseminating a victim’s intimate
images from the victim’s account(s). From our thematic
analysis, we identified three script tracks and constructed
three distinct crime scripts for (1) threats, sextortion
and dissemination; (2) unauthorised access of a victim’s
mobile device and dissemination; and (3) covert intimate
filming.

Script tracks differed based on relationship type: dating
and casual sexual relationships tended to result in the dis-
semination of a victim’s intimate images publicly whilst
domestic relationships and marriages (with spouses sep-
arated) tended to result in dissemination to the victim’s
employers/potential employers and to the victim’s friends
and/or family.

Crime script analysis of court transcripts

To date, no crime script analysis has been undertaken
on RS-IBSA. As the research was exploratory, we could
not predict the number of scripts from our sample of RS-
IBSA offenders before completing the analysis. The dis-
covery of multiple script tracks led us to conclude that
three crime scripts, rather than a single crime script,
was necessary to encompass all the findings. Compiling
everything into a single crime script would have reduced
specificity and jeopardised the accuracy of the findings.

By constructing more than one crime script, we were
able to address potential terminology or definitional
issues in a way that was easier to interpret than what
would have been the case with more complex scenes in
each script. This aligns with our emphasis on a more sys-
tematic and standardised crime scripting technique for
RS-IBSA—a complex and multi-faceted “non-traditional”
personal crime which is highly variable and depend-
ent on the “situational” context in intimate relationship
spaces and in online/offline spaces.

Based on the data categorisation of adult RS-IBSA
court transcripts (Table 1), we identified three RS-IBSA
script tracks and constructed three crime scripts for each
offending style: threats, sextortion and dissemination
(Fig. 2), unauthorised access of victim’s mobile device
and dissemination (Fig. 3), and covert intimate filming
(Fig. 4). The generic offender prehistory will be presented
prior to the three crime scripts.

Offender-victim prehistory

The thematic analysis conducted on the court transcripts
revealed that adult RS-IBSA occurs frequently in the
context of a relationship breakdown which is consistent
with previous research. According to Kelly and Johnson
(2008), separation can be perceived as a provocation and
a threat to the abusive partner’s (offender’s) power and
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Table 1 Data categorisation from adult RS-IBSA court transcripts (n=19)

Variables

Categories

Social elements
Actors involved

Relationship between
victim and offender

Circumstances

Approach method
Confrontation

Surprise

Blitz

Setting
Location

More than one crime scene
Time
Interaction

Victim reaction

Offender reaction

RS-IBSA acts

Other variables

Disruption

Exit
Threats/force

Offender; victim; third parties (victim’s child, offender’s and victim's child, extramarital partner, victim's parent, third party
engaging in sex with the victim, male peers)

Committed partner, sexual partner, cheating partner (see Drouin et al. 2013); former sexual relationship; former dating
partner; current dating partner; former domestic partner; current domestic partner; married; separated; in the process
of separating; victim’'s parent; mother-daughter; ex-partner-mother (victim’s) biological son; mother (offender)

Dating/domestic relationship/marriage breakdown; victim initiates break-up; victim refuses to get back together; victim
refuses to accept break-up initiated by offender; victim refuses to communicate with offender after break-up; victim
takes action to have intimate photos taken down from sites; victim requests photos to be deleted on offender’s mobile
device; extramarital affairs; victim does not find offender’s threats credible; victim refuses to pay sum of money to
offender; victim does not know offender is in possession of intimate pictures/videos; victim sent offender images dur-
ing online interactions before formalising offline domestic/sexual relationship

Offender wanted to get back together with victim; wanted to get victim to stop seeing new partner; wanted to tumn
daughter against her father; initiated break-up and moved on to date victim's friend; threatened to disseminate images
if victim did not stop contacting him; installed tracking app on mobile device; unauthorised access of victim’s unat-
tended smartphone/computer/email/Facebook accounts; changed passwords; uploaded victim's images from victim’s
social media account

Offender possesses/still possesses victim's images and/or has kept images not withstanding victim's constant requests
that the offender deletes them; non-consensual photography; intimate covert filming; consensually taken images dis-
seminated without warning; breach of trust; sending victim’s images to victim as proof that they are still in possession
of the victim’s images and are not afraid to post them publicly or to friends and family

Used victim’s intimate images (taken with victim’s consent and/or without victim's consent); victim's face fully identifiable
in nude/semi-nude images; close-up images of victim's genitalia and intimate visual recordings of victim engaging in
sexual acts such as masturbation, oral sex and sexual intercourse; exploiting digital communications technologies and
poor regulation of social media platforms; pornographic sites; victim leaving smartphone and computer unattended;
victim not logging out of social media accounts on smartphone; knowing the victim's social connections and how
best to inflict harm on them through selectively targeting recipients (public, friends and family or victim directly);
blackmail with or without a sum of money

Pornography sites; social media public groups catering to men seeking sexual services; work-based website; social media
pages; a website of a corporation; smartphones; Facebook messenger; victim’s social media account; email; threats to
post during physical meetings and via text messages; physical setting where victim was covertly filmed/photographed
(with or without consent)

Yes/no
Daylight; darkness

Resisted; ignored offender; stayed in relationship with offender out of fear; complied to sexual requests out of fear; initi-
ated steps to get images taken down from websites; sought legal help and intermediary services; filed police report

Used threats; ignored victim’s pleas not to disclose images; refused to delete victim's intimate images; blackmail; negotia-
tion; ceased to demand anything from victim; posted image on victim's social media account Timeline (private set-
tings) or sent image via instant messenger (IM) to victim's family (e.g., son or daughter—can be minors, mother, etc.);
repeated uploading of intimate visual recordings; bypassed threats

Disclosing content to a specific target audience (victim’s closest family or friends, usually 1-2 individuals); disclosing
content to a larger audience (victim’s friends or public) using multiple platforms; disclosing personal information such
as direct reference to name, mobile phone number, e-mail; attaching a price tag of “$1"to each image; advertising
victim's body for sexual services (e.g., “She’s DTF boys"); disclosing victim’s intimate video recordings on pornographic
site; offensive labelling of images or video footage (e.g., "Dirty whore”and “Slut begs for it in the arse”)

Third party intervened/disrupted (friend of victim and witness during trial); victim sought help from police before
images were posted; police investigating offender for other charges; offender (wife) tried to undo damage on victim
(husband) and their child by confessing to lawyers and the police her unauthorised access of husband’s smartphone
and FB account; changing passwords and disseminating intimate images using FB account

Offender stops contacting victim; victim stops contacting offender

No threats with immediate action; threats used (1-12 threats); threats severe enough to elicit victim compliance with
sexual requests by offender and/or relationship continuation with offender; doxing to inflict the most harm on victim
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Table 1 (continued)
Variables Categories

Tools/transport

iPhone with camera and image storage folder; smartphone with social media applications downloaded; smartphone

with IM software downloaded (WhatsApp and FB Messenger); victim's address book; victim’s browser history;
pornography sites; email; work-based sites; social media (FB) public groups; privacy settings; tagging option; public
groups catering to men seeking sexual services; smartphones left unattended by victim; passwords given to offender
by victim; creating new social media account; websites and other digital (including social media) platforms allowing
uploads of nude and semi-nude photographs; sexual videos and advertising for sexual services and with poor regula-

tion policies for IBSA offences
Post-action
Other

Tried to comfort victim/be intimate with victim; concealed circumstances from police

Potential “triggers” (date/sexual advance rejection, prior relationship break-up); prior alcohol and drug problems or con-

victions (e.g., driving dangerously or driving with excess breath alcohol, possession of drugs); prior history of domestic
violence or convictions (e.g., male assaults female, breach of protection order); mental health problems (e.g,, self-harm,

substance abuse/addiction)

The term trigger refers to factors or offender-victim prehistory that may result in the offender being in a heightened emotional state (e.g., stress/anger), and is not
intended to imply causality. In some legal cases, the victim is the recipient of intimate images (e.g., Offender #1; Offender #14; Offender #17). We substituted the
variable con with confrontation to deconstruct and identify different script tracks for RS-IBSA. This is our only modification to the data categorisation table. Adapted

from “Table 6.1. Data categorisation from court transcripts” by Chiu and Leclerc (2017)

control, and around the time of separation, acts of severe
physical, sexual and emotional abuse, harassment, coer-
cive controlling behaviours are likely to persist and even
escalate (Crossman et al. 2016; Myhill 2015; Ornstein
and Rickne 2013). Coercive control tactics documented
in RS-IBSA offending include monitoring (covert surveil-
lance/tracking of a victim's movements and activities);
controlling the victim’s actions (Pitman 2017; Velonis
2016); harassing the victim on the phone/computer/
social media; pressuring or coercing the victim into
remaining in an abusive relationship with them; and/or
paying a sum of money or engaging in sexual acts (Drag-
iewicz et al. 2018; Draucker and Martsolf 2010; Melander
2010).

Offending was prevalent in all types of intimate rela-
tionships: dating relationships, casual sexual relation-
ships, domestic partnerships, marriages whereby both
parties were separated or separating, and extramarital
partnerships. Offending was also present in short and
long-term relationships (several months to 10 years).
The majority of cases (n=17) involved intimate images
that were consensually taken by the victim and/or the
offender and later shared without consent, but there
was one case involving the offender ignoring the victim’s
requests to delete her intimate images from his smart-
phone, and another case involving covert intimate pho-
tography of the victim’s body.

It was not uncommon for dating, domestic and spousal
abuse (including prior assault convictions for males
assaulting females, property damage, and breaching pro-
tection orders) to be present prior to the RS-IBSA offend-
ing. For example, an offender disseminated his current
dating partner’s (victim’s) intimate images 2 days after he
physically assaulted her. Another offender who covertly
photographed his female victim and retained her intimate

images without her consent already had 14 prior charges
of making intimate visual photographs and publishing
them. Prior and current alcohol and drug charges were
also evident with six offenders, with some of these occur-
ring during the offender-victim relationship and others
before the relationship. However, prior criminality is not
evident in all RS-IBSA offenders in this sample. Eleven
offenders did not have any prior criminal convictions or
other charges in addition to their RS-IBSA offending.
Extramarital affairs (with the victim or the offender being
unfaithful) triggering RS-IBSA were also identified in two
cases. All RS-IBSA relationships started offline except for
two cases whereby the victim shared her intimate images
with the offender before meeting offline and then com-
mencing an offline sexual relationship (Offender #5) and
meeting on FB and then commencing an offline domes-
tic relationship (Offender #9). Most of the offending was
committed immediately post-break up (on one, two or
three occasions) whilst two other cases evidenced pro-
longed periods of RS-IBSA offending with the victim not
being able to severe ties with the offender (Offender #12
and Offender #5) due to credible threats.

Crime script stages for threats, sextortion and dissemination

1. Entry to setting (circumstances, location, time,
third parties)
The setting in which the victim is first encountered
can be in physical and/or virtual space(s). In most
cases, the setting involved various digital commu-
nications platforms: standard text message; social
media accounts and instant messenger software (FB
Messenger); the offender’s own mobile device with
stored intimate images (photographs/videos) of a
former/current partner who consented to (1) sharing
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1 Entry to setting —
Setting where victim first encountered
2 Instrumental initiation
Confrontation/ reconciliation/
contemplation
3 Instrumental initiation (continuation) CRIME
) e e h S = SET-UP
Proceeding to crime location to harm victim PHASE
> 4 Instrumental initiation (continuation)
> Selection of images, target audience, texts
accompanying images and online platforms
5 Instrumental actualisation
3 Blackmail (sextortion), threats and
isolation |
—
6 Completion
Victim refuses to yield, ignores,
provokes or challenges offender
7 OUTCOMES
Amount of Victim
CRIME time images participation
ACHIEVEMENT — remain on Thifd pam
PHASE Ir'\tern?t participation
since first Offender
upload disseminates
victim’s intimate
images
8 Post condition
Avoiding disclosure strategies
—
Fig. 2 Adult RS-IBSA crime script: Threats, sextortion and dissemination of victim's intimate images (victim shared images with offender) [Adapted
from “Crime script for sexual offenses against children”in Leclerc et al. (2011)]

the images with the offender and/or (2) being photo-
graphed/filmed while naked/masturbating/engaging
in sexual acts with the offender or a third party.

. Instrumental initiation

Confrontations were typically initiated by the
offender (former or current intimate partner) with
the purpose of repairing a broken relationship; get-

ting in-touch with the victim while on a protection
order; soliciting unwanted sexual favours and/or a
sum of money from the victim; preparing to manipu-
late using credible threats to disseminate the victim’s
intimate images; regulating a former or current part-
ner’s relationships and activities or creating discord
between parent and child. In one case, the victim
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confronted the former partner (offender) about his  Crime script stages for unauthorised accessing of victim’s
initiation of a break-up and his decision to then date =~ phone/media
her friend. The offender retaliated with threats to dis-

seminate her intimate images if she interfered in his 1. Entry to setting (circumstances, location, time,

new dating relationship. In other cases, there were
no clear confrontations after the break-up or threats
to disseminate a victim’s intimate images and hence,
this can be labelled as contemplating dissemination.

. Instrumental initiation (continuation) |

The offender proceeds to access the victim’s intimate
images stored on offender’s smartphone.

. Instrumental initiation (continuation) Il

The offender browses through his/her smartphone
and selects the images to be disseminated, the target
audience, text accompanying the images (e.g., derog-
atory and degrading texts, doxing) and which online
platforms to use in the dissemination.

. Instrumental actualisation

The offender resorts to blackmail or sextor-
tion, threats and isolating the victim. For exam-
ple, Offender #5 who retained his victim’s intimate
images against her will, employed the compliance
strategy of credible threats and succeeded in extort-
ing sexual favours from her for a period of time.

. Completion

The victim refuses to yield to the offender’s requests
to communicate, pays the offender the demanded
sum of money, ignores the offender’s threats, or pro-
vokes or challenges the offender by taking steps to
remove her intimate images from respective plat-
forms to which they were uploaded.

. Outcomes

This refers to the amount of time the victim’s inti-
mate images remain on the Internet since the first
upload, and third parties’ reactions (e.g., download-
ing, storing, consuming, and disseminating images or
contacting victim for sexual services).

. Post condition

Avoiding disclosure strategies involve the offender
maintaining abusive contact with the victim and
maximising psychological harm, reiterating to the
victim that she fully consented to sharing her inti-
mate images with the offender and/or to be photo-
graphed/filmed by the offender. Coercive control tac-
tics such as threats and sexual entitlement were also
successfully employed by an offender who was for-
merly in a casual sexual relationship with his victim
in both online and offline spaces. Other cases evi-
dence the offender attempting to reconcile with the
victim after the offending, and conceal circumstances
from the police.

third parties)

The setting is the physical place where the victim
leaves his/her mobile phone unattended and/or
unlocked and stores their intimate images. This ena-
bles the offender to access the victim’s images with
little resistance.

. Instrumental initiation

This involves the planning phase before accessing a
victim’s mobile device and intimate image folder.
The offender’s activities may include manipulating
the victim into leaving his/her mobile device unat-
tended and/or unlocked or monitoring the victim’s
routine activities around his/her mobile phone stor-
age and digital hygiene (online safety practices or lack
thereof).

. Instrumental initiation (continuation) |

The offender proceeds to the physical setting where
the victim is most likely to have left his/her mobile
phone unattended/unlocked.

. Instrumental initiation (continuation) Il

The offender waits for victim to abandon his/her
mobile device.

. Instrumental actualisation

The offender accesses the victim’s mobile device and
browses image folders for intimate images. For exam-
ple, Offender #12 installed a tracking application on
the victim’s smartphone without her authorisation,
was able to directly access her email and social media
account and contact the victim through these medi-

ums, and target the appropriate recipient (victim’s
friend).

. Completion

The offender selects the victim's intimate image(s)
to be disseminated, logs into victim’s social media
account and disseminates the images to the tar-
geted recipient(s). For example, Offender #16 (wife)
attached sexually aggressive text to the two image(s)
of a man’s genitals in a fully aroused state and then
proceeded to disseminate these images to her daugh-
ter through the victim’s (her husband’s) FB messen-
ger.

. Outcomes

This refers to the amount of time taken to access the
intimate images; create texts and disclose image(s)
to target audience; victim’s unintentional participa-
tion (i.e., time away from their phone; leaving phone
unlocked and social media account automatically
logged in; victim sharing smartphone passwords
with offender; victim not monitoring spikes in data
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—
1 Entry to setting
Setting where victim keeps mobile
device and stores intimate images
2 Instrumental initiation
Preparing to access victim's mobile device and
intimate image folder
3 Instrumental initiation (continuation) CRIME
> P di ime | i dl i i [ Serle
roceeding to crime location and location strategies PHASE
2| 4 Instrumental initiation (continuation)
—
Wait for victim to abandon mobile device
5 Instrumental actualisation
Access victim’s mobile device
Scan folders for intimate images
—
S
6 Completion
.
- ™ ™ " . .
Selects victim'’s intimate image(s)
Logs into victim's social media account
7 OUTCOMES
Amount of time Victi
CRIME taken to access Jetim.
image(s), create parficipation Third party
ACHIEVEMENT & s participation
PHASE disseminate
image to target Offender
audience disseminates victim’s
intimate images
8 Post condition
Avoiding disclosure strategies
—
Fig. 3 Image-based sexual abuse crime script: unauthorised access of a victim's mobile device (victim does not disclose images to offender)
[Adapted from “Crime script for sexual offenses against children”in Leclerc et al. (2011)]

charges; and third parties’ reactions such as down-
loading, storing and consuming images, disseminat-
ing images or contacting victim for sexual services).
For example, Offender #12 accessed the victim’s
smartphone and installed a tracking application with
monitoring and control capabilities at a monthly sub-
scription of US$14.95.

. Post condition

Avoiding disclosure strategies would be less complex
if the offender successfully avoided detection by the
victim (i.e., the victim was completely unaware that

their smartphone, email and social media accounts
had been accessed or a tracking app had been
installed by the offender).

Crime script stages for intimate covert filming/photography

1. Entry to setting (circumstances, location, time,
third parties)
This can be a physical and private location such as
the bathroom or bedroom. The victim may be pre-
sent or absent.
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1Entry to setting =
Bathroom or bedroom
Victim may be present or absent
2 Instrumental initiation
Preparing for covert photography and/or filming of
victim
3 Instrumental initiation (continuation) CRIME
== SET-UP
Proceeding to crime location and location strategies PHASE
> 4 Instrumental initiation (continuation)
> Install cameras and/or video recording
device(s) or prepare personal mobile phone
5 Instrumental actualisation
Turn on device(s)
Ensure victim is nude/ semi-nude )
J—
6 Completion
> Victim is nude/ semi-nude and oblivious
to being photographed or filmed
7 OUTCOMES
Victim
Duration of BN pion
CRIME nudity or sexual
ACHIEVEMENT ~ === activity while
PHASE being covertly
photographed or Offender non-
filmed consensually created
intimate visual recording
of victim
8 Post condition
Avoiding disclosure strategies
—
Fig. 4 Intimate covert filming/photography crime script: covert intimate filming/photography (victim does not disclose images to offender)
[Adapted from “Crime script for sexual offenses against children”by Leclerc et al. (2011)]

2. Instrumental initiation
This involves the preparation for covert photography
or filming of the victim naked and/or engaged in var- 4.
ious sexual acts in the bathroom and/or bedroom.

3. Instrumental initiation (continuation) |
If the victim is present in the bathroom or bedroom, 5.
the offender would plan where and how to best cap-

ture the victim in nude and/or sexual positions with-
out the victim’s knowledge.

Instrumental initiation (continuation) Il

The offender installs cameras and/or video recording
device(s), accesses camera function on mobile phone.
Instrumental actualisation

The offender turns on the recording device and ensures vic-
tim is nude/semi-nude and/or engaging in sexual activity.
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6. Completion
The victim is nude/semi-nude and/or is engaging in sexual
activity and oblivious to being photographed or filmed.

7. Outcomes
This refers to the duration of nudity and/or sexual
activity while being photographed or filmed, the
victim’s unintentional participation (i.e., the victim
being unaware that she/he is being filmed) and the
offender’s non-consensual creation of intimate visual
recording(s) of the victim.

8. Post condition
Avoiding disclosure strategies would be less com-
plex if the offender was not suspected by the victim
or if the offender stored these covert intimate visual
recordings surreptitiously.

Discussion

Unlike crime scripting of traditional (physical) and pure
cybercrimes, crime scripts for cyber-enabled/technol-
ogy-facilitated crime is scant. With more physical and
sexual abuse offenders “rationally” perpetrating their
crimes in online spaces, we acknowledged the necessity
of crime scripts for RS-IBSA to facilitate criminal inves-
tigations and prosecutions which rely heavily on digital
evidence. The crime scripts we devised for adult RS-IBSA
are also targeted at crime prevention.

We documented actual examples of the displacement
of offline dating/domestic and sexual crimes into online/
digital spaces. Moreover, while cybercrimes are some-
times juxtaposed to offline crimes as distinct categories,
we demonstrate that online and offline elements of RS-
IBSA in the cases analysed were not mutually exclusive
or discrete, but rather overlapping and dependent on
one another: there was an interplay of online and offline
aspects that demonstrates how these are interconnected.
For example in relation to Fig. 2, in order to overcome
police protection orders, one adult RS-IBSA offender
resorted to initiating/demanding contact with the vic-
tim through threats to disseminate the victim’s intimate
images (Offender #6) while another proceeded to dis-
seminate the images without prior contact/threats and
concealing the origin of digital evidence (Offender #14).
Another case involved a victim continuing an offline rela-
tionship with the offender against her will due to cred-
ible threats to disseminate her intimate images online
(Offender #12). We also document a case of an offender
disseminating a victim’s intimate images when the
offender became aware of the victim’s successes with
takedown requests (Offender #16).

Sexual abuse in adult RS-IBSA is also evidenced
through the soliciting of sexual favours (Offender #5) and
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money (Offender #11). Sexual abuse is also demonstrated
when the offender endangers a victim’s personal safety
through doxing (publicising the victim’s personal infor-
mation to males seeking sexual services and selling her
intimate images). These RS-IBSA acts directly expose the
victim to stranger and acquaintance stalking, harassment
and rape. However, we did not document any RS-IBSA
offending which involved the offender photographing/
filming a current/former intimate partner (victim) being
raped and/or sexually assaulted. Lastly, offending tools
differ based on relationship type whereby dating and cas-
ual sexual relationships tended to elicit public dissemi-
nation of intimate images whilst domestic relationships
and marriages (spousal separation) tended to elicit public
dissemination to corporate web pages and to the victim’s
friends and/or family. These tracks for offending within
the respective scenes/stages of the crime scripts are valu-
able in helping us distinguish between dating, domestic
and sexual abuse within adult RS-IBSA, and to propose
potential intervention points.

The three crime scripts helped us understand the
rational decisions made by adult RS-IBSA offenders at
each stage of the crime-commission process. In this vein,
we propose several crime intervention points (Table 2)
to increase offender handling, capable guardianship and
place management with the purpose of disrupting and
preventing RS-IBSA using Clarke and Eck’s (2003) crime
triangle (Fig. 5), which illustrates that three elements
(offender, place and victim) must converge for RS-IBSA
offending to occur. Ensuring the presence of capable
guardians and place managers are likely to reduce crimi-
nal opportunities (Felson 2008).

At the offender-victim prehistory stage, there could be
more education and awareness initiatives in areas of:
(1) healthy relationship building and management; (2)
understanding the realities of intimate relationships (e.g.,
relationships can fail); (3) post-relationship self-man-
agement; (4) signs of intimate partner abuse; (5) online
and offline consent and privacy in different relationship
contexts; (6) engaging in communication and negotia-
tion of personal boundaries; (7) harms perpetuated and
amplified by the Internet for adult RS-IBSA victims; (8)
negative consequences for adult RS-IBSA offending (e.g.,
criminal conviction); (9) promoting safe and effective
bystander intervention; and (10) increased institutional
and police support for whistle-blowers (increasing pres-
ence of capable guardianship).

In the crime set-up phase (setting and instrumental
actualisation stages), as place managers, online platforms
can increase their technical controls for RS-IBSA offend-
ing and enhance their security and privacy features/set-
tings for potential targets to utilise whilst intermediaries
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Suitable target/victim

Capable guardian

Fig. 5 The crime triangle [Adapted from “Fig. 1. The crime triangle
(adapted from Clarke and Eck 2003)"in Cockbain and Laycock (2017)]

(if present) can increase their level of support for RS-
IBSA victims. The police can also adequately support
the intermediary by intervening in cases where offend-
ers are non-compliant and persistent in their offend-
ing. Additionally, social media platforms can constantly
prompt users to log out of their accounts when not in
use. Increased public awareness of the harms inflicted
by offenders on RS-IBSA victims and support for more
aggressive RS-IBSA prevention efforts would improve the
presence of capable guardianship (i.e., friends and family
of the target including third parties). Capable guardians
may then be less likely to resort to harm minimisation
and victim blaming attitudes and would be more effi-
cient and effective in supporting a potential RS-IBSA
victim. Capable guardians can also be present in at-risk
online platforms and maintain a strong online presence
to deter offenders. Additionally, the police can also more
actively utilise digital and print media to deter potential
offenders.

During the offender approach stage, smartphone,
online platforms and information service providers
could strengthen their general and security privacy set-
tings to bolster against personal online risk and physical-
level security threats. These should be user-friendly and
include compulsory security features to reduce the risk
of victimisation (e.g., mandatory two-step authentication
and logging out of social media and e-mail accounts).
Smartphone providers can also enhance their intimate
image protection systems by prompting users to delete,
securely store and exclude self-taken intimate images
from cloud back-ups. Smartphone providers can also use
algorithms to alert users that their self-taken intimate
images capturing identifying features will be deleted and
outstanding intimate images would be wiped out from
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their smartphone in addition to the recipient’s smart-
phone according to the terms of the sender. Education
initiatives on how third parties can detect commonly
used coercive control strategies in RS-IBSA (e.g., black-
mail and threats), building resilience against participat-
ing in the circulation of a victim’s images and supporting
potential victims with personal security and the pro-
cess of reporting their victimisation could also improve
capable guardianship and deter RS-IBSA offenders. The
police and/or relevant public sector agencies and chari-
ties also have a role in removing excuses for potential RS-
IBSA offenders such as alerting the public to the risk of
incarceration; that offenders are not entitled to leniency
by the law even while offending under the influence of
alcohol and/or drugs; and the irrelevance of whether the
victim consented to share the intimate images with the
offender and/or be photographed/filmed (victim blaming
in any form is unacceptable).

At the continuation and interaction and crime comple-
tion stages, the crime intervention points involve targeted
support for adult RS-IBSA victims from intermediaries
and online platforms in ensuring immediate takedowns
and takedown success. Capable guardians can also sup-
port an RS-IBSA victim in maintaining a positive online
presence in the unfortunate circumstance that the inti-
mate images are circulated widely on the Internet. The
criminal justice system also has a significant role to
play in leading and supporting initiatives against dat-
ing violence, technology-facilitated domestic and sexual
violence and reducing harm minimisation and victim
blaming attitudes in the public. Effective legislation of RS-
IBSA as a communications offence and domestic and/or
sexual abuse offence would improve support for victims
seeking fair access to criminal justice. This would ensure
that police resources are channelled adequately towards
supporting adult RS-IBSA victims through reporting
and where necessary, the entire investigative process.
Adult RS-IBSA victims would benefit greatly from safe
and immediate police intervention. Streamlining adult
RS-IBSA victim support information would assist with
protecting victims from further harm and possibly re-
victimisation. Adequate support of adult RS-IBSA vic-
tims could also deter potential offenders. In addition, the
police could also increase their investigative efforts into
IBSA offences involving doxing which expose an RS-
IBSA victim to further harm and risk of physical stalking,
sexual harassment and sexual assault. Online platforms
could continue to remind users to maximise use of their
privacy/security settings and encourage online safety.

In the post-action and exit stages, the collabora-
tion between intermediaries, online platforms and law
enforcement must be robust. Guardians play a significant
role in situational prevention by not circulating, storing
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or consuming the non-consensually disseminated inti-
mate images or inadvertently contributing to further
dissemination by third parties. Capable guardians are
also able to support the victim through reporting, filing
takedown requests, maintaining a digital evidence folder
in the event that their IBSA victimisation requires crimi-
nal investigation, counteracting the indexing on search
engines and directing the victim to emotional support
hotlines or mental health services if serious emotional
distress was suffered. Finally, more effort must be tar-
geted at minimising victim blaming.

A few limitations exist in this study. The use of court
data may be susceptible to inaccuracies due to incor-
rect recording, lack of details or a prioritisation of cer-
tain aspects of a crime (Porter 2008). For instance, it was
difficult to find reliable trends for RS-IBSA offending as
some court transcripts were more detailed in document-
ing offending patterns than others. We could not investi-
gate offender-victim prehistories which did not evidence
abuse due to the omission of this information in the court
transcripts. Future research could utilise police case files
and offender and victim interviews to address the gaps in
RS-IBSA offending literature. Utilising alternative data
sources in addition to court records will enable us to rep-
resent adult RS-IBSA in an overall draft crime script (see
Chiu and Leclerc 2017) and improve the proposed crime
intervention points. Secondly, due to a lack of quantita-
tive secondary data (court records and other sources) on
all the types of RS-IBSA offending, this study is not repre-
sentative of all RS-IBSA cases nationally, internationally
or globally. Thirdly, we only documented one instance
of RS-IBA in a casual sexual relationship which started
online and transitioned into the offline space. Due to the
inadequate data on this particular relationship dynamic
and circumstances, we are unable to thoroughly inves-
tigate and propose protective strategies for RS-IBSA
victims whose relationships started in the online space.
However, with more reporting and recording, future
research can operationalise a wider repertoire of RS-
IBSA script tracks and acts in various intimate relation-
ship types. Collectively, these would assist in revising and
refining the three RS-IBSA crime scripts and proposed
crime intervention points at every crime script stage.

We hope that developing crime scripts for RS-IBSA
supports law enforcement agencies in their efforts to
surmount possible jurisdictional and resourcing barri-
ers around responding to RS-IBSA offenders in a timely
and effective manner and ensuring community safety.
Overall, this research has demonstrated that the great-
est potential impact is in controlling and disrupting
dating/domestic/marital spousal/sexual abuse in the
offline space before it transitions into RS-IBSA in the
online space, where there is potential for the harms to
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be immediate, and widespread and prolonged. More
specifically, the crime scripts we devised have utility in
helping law enforcement agencies and policy makers
understand the crime-commission process of adult RS-
IBSA and the various tracks, resources and locations
involved in the offending.

The crime intervention points we propose in this
study serve as building blocks for situational prevention
efforts in future. Although this study identified impor-
tant crime intervention points for the police (handlers)
in offline spaces, we also acknowledge the impact of
other controllers such as place managers and capa-
ble guardians in disrupting RS-IBSA in online spaces.
This is an important research area that warrants further
investigation. More specifically, future research could
continue to expand the evidence base for RS-IBSA
through crime scripts and investigate the role of con-
trollers in situational prevention. For instance, more
effective safeguarding of online spaces by handlers and
controllers may be better addressed using the 25-tech-
niques for situational prevention (Cornish and Clarke
2003). The specificity, structured and systematic nature
of this framework would better equip policy mak-
ers and law enforcement agencies with disrupting the
crime-commission process of RS-IBSA which occurs in
offline and online spaces.

We also emphasise the need for law enforcement
agencies’ presence in safeguarding online spaces espe-
cially in instances where there is breach of police pro-
tection orders, persistent offending, and concealing the
origins of the intimate images. We propose that law
enforcement agencies focus on the crime script stage
offender-victim prehistory, which we outline as a criti-
cal component of effective crime prevention strategies
in view of the crime intervention points we have iden-
tified in this stage. During the crime set-up phase, we
have identified more areas for situational prevention,
specifically in the areas of enhancing physical-level
personal security. We propose that law enforcement
agencies participate more actively in disrupting the
offender’s crime set-up phase before the offender tran-
sitions into the crime-achievement phase, which takes
place in the online space. From a policing perspective,
it is more difficult to control and disrupt RS-IBSA once
the offender initiates the deployment of online spaces
and digital strategies.

Concluding remarks

We acknowledge that situational prevention is chal-
lenging given that the adult RS-IBSA offender-victim
prehistory crime script stage may or may not evidence
prior abuse, given the hidden nature of dating/domestic/
sexual crimes. In this regard, future research could focus
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on tailoring prevention strategies to specific circum-
stances and offender-victim relationships in addition to
building standardised situational prevention strategies
once sufficient crime scripting has been conducted on a
larger sample of RS-IBSA offenders. This would ensure
that offender handlers (law enforcement agencies), place
managers (communications device corporations/web-
sites, mobile application administrators/social media
administrators and moderators) and capable guardians
(third parties) are in the right online/offline spaces at the
right times to prevent RS-IBSA offending.

By deconstructing adult RS-IBSA in the form of crime
scripts and identifying crime prevention points at each
crime script stage, we have helped distinguish between
early stage and late stage situational prevention strate-
gies throughout the entire crime-commission process of
RS-IBSA. In addition, we propose that law enforcement
agencies utilise the crime scripts and crime intervention
points to guide adult RS-IBSA investigation, response
and victim support processes. Lastly, we hope that more
research can be conducted on RS-IBSA offender deci-
sion-making and offending behaviour in non-appre-
hended offenders. We acknowledge that this research
only documents prosecutions. Emphatically, accounting
for all RS-IBSA cases is a crucial step in preventing fur-
ther displacement of dating/domestic/sexual abuse (and
violence) into online/digital spaces.
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Appendices
Appendix 1

Offender profiles (n=18)

Offender/case number Case citation

10 CRI-2016-042-000075
[2016] NZDC 6749

2 CRI-206-025-000506
[2016] NZDC 12912

3 CRI-2016-019-001079
[2016] NZDC 16010

4 CRI-2016-009-005981

[2016] NZDC 22470
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Offender/case number Case citation

5 CRI-2015-044-004701
[2017]1NZDC 4615
6 CRI-2015-092-010077

CRI-2015-092-013167
[2016] NZDC 23957

7 CRI-2016-090-00217
[2017]1 NZDC 8269

8 CRI-2016-035-000873
[2017] NZDC 10417

9 CRI-2016-092-008720
[20171 NZDC 16230

10 CRI-2017-012-000185
[2017]NZDC 17182

11 CRI-2016-006-000610
[2017] NZDC 20663

12 CRI-2017-090-002585
[2017] NZDC 26347

130 CRI-2017-018-000229
[2017] NZDC 24814

142 CRI-2016-087-000921

[2016] NZDC 18572
CRI-2017-087-000516
[2017] NZDC 22077

15 CRI-2017-044-003427
[2017] NZDC 28981

16° CRI-2017-011-000157
[2018] NZDC 2910

17 CRI-2017-091-001700
[2018] NZDC 6846

18 CRI-2017-012-001974

[2018] NZDC 16646

& Offender Profile/Case Number 14 has two different court hearings

b For Case Number 1, 13 and 16, the complainants/
victims in the court hearings were the recipients of non-
consensually disseminated intimate images (i.e., a mother,
16-year old son, and daughter respectively). In this study,
we label victim as the individual whose intimate images
were disseminatedAppendix 2

See Table 3.
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Table 3 Data categorisation from court transcripts (Chiu and Leclerc 2017, p. 64-65)

Variables

Categories

Social elements
Actors involved

Relationship between
victim and offender

Circumstances
Approach method
Con

Surprise
Blitz

Setting
Location

More than one crime scene

Time
Interaction
Victim reaction

Offender reaction
Sexual acts

Other variables
Disruption
Exit
Threats/force
Tools/transport
Post-action

Variables
Other

Offender, victim, co-offenders, third parties (victim's children; partners; other relatives and other known--- friends,
acquaintances, co-workers, housemates)

Date, partner or ex-partner (including husband, boyfriend, de facto partner, and sex friend), relative, friend/acquaintance,
co-worker or ex co-worker, neighbour, family member’s spouse

Date rape, break in, group outing, visitation

Offered or asked for assistance/ride/information, etc.
Solicitation for sex

Wanted to show something to victim

Bribed victim with money, drugs, etc.

Victim was asleep
Lay in wait/snuck up on victim

Used weapon
Used overwhelming force or violence

Offender’s home, victim’'s home, vehicle, other residence, other building, outdoors
Yes/no
Daylight, darkness

Forceful verbal resistance (screamed, yelled/yelled for help), non-forceful verbal resistance (said no, pleaded, used
threats), cried, physical resistance (fought back, tried to escape), no victim reaction, compliance, called police, negotia-
tion

Ignored, used force, used threats, used violence, negotiated, ceased to demand

Kissing, grabbing/hugging, fondling, digital penetration, vaginal penetration, anal penetration, cunnilingus, fellatio,
masturbation, suffocation, choking, beating/slapping

Third party intervened/disrupted, victim escaped

Offender left scene, victim left scene, offender dropped victim home, victim dropped offender home, victim passed out

Threats used, violence used, weapon used

Weapon, car, condom, gag, bindings, disquise, other (e.g., alcohol, victim’s keys, removed car door handle)

Apologies, threats, tried to comfort/be intimate with victim, tried to ask victim on a date, told victim not to tell anyone,
stole from victim, told victim not to move

Categories

Potential ‘triggers’ (date/sexual advance rejection, prior relationship break-up), prior alcohol consumption (victim,
offender), prior drug consumption, offender removed clothing, offender made victim remove clothing, moderate-to-
severe victim injury, alcohol consumed during offence, drugs involved during offence

The term ‘trigger’ refers to factors or offender-victim prehistory that may result in the offender being in a heightened emotional state (e.g., stress/anger), and is not

intended to imply causality
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Appendix 3
See Fig. 6.
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